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1. INDUSTRY 4.0
A closer look at what lies behind Industry 4.0 reveals some powerful emerging trends with
strong potential to change the way factories work. It may be too much to say that it is another
industrial revolution, but the fact is that Industry 4.0 is gaining power and executives must
carefully monitor the next changes and develop strategies to take advantage of the new
opportunities.
Start with some settings, we defined Industry 4.0 as the next phase in the manufacturing
digitization, driven by four disruptions: the surprising increase in data volumes, computing
power and connectivity, especially new low-power long-distance networks; the emergence of
analytical and business intelligence capabilities; new forms of man-machine interaction, such
as touch interfaces and augmented reality systems; and improvements in the transfer of digital
instructions to the physical world, such as advanced robotics and 3D printing.
Most of these digital technologies have been around for some time. Some are not yet ready
for scale application, but many are now at a point where their increased reliability and lower
cost are starting to make sense for industrial applications. However, companies are not
constantly aware of emerging technologies.

1.1. Introduction
The concept “Industry 4.0” was initially stamped by the German government. It describes and
encloses a set of technological changes in manufacturing and sets out priorities of a coherent
policy framework with the aim of maintaining the global competitiveness of German industry.
It is conceptual in that it sets out a way of understanding an observed phenomenon and
institutional in that it provides the framework for a range of policy initiatives identified and
supported by government and business representatives that drive a research and
development program.
Industry 4.0 describes the organization of production processes based on technology and
devices autonomously communicating with each other along the value chain: a model of the
‘smart’ factory of the future where computer-driven systems monitor physical processes,
create a virtual copy of the physical world and make decentralized decisions based on selforganization mechanisms. The concept takes account of the increased computerization of the
manufacturing industries where physical objects are seamlessly integrated into the
information network. As a result, manufacturing systems are vertically networked with
business processes within factories and enterprises are horizontally connected to spatially
dispersed value networks that can be managed in real time.
Thus, the Fourth Industrial Revolution, named as Industry 4.0, is nowadays a reality.
Developments in artificial intelligence, robotics, nanotechnology, 3D printing and data treating,
to name just a few, are all enter the companies to building on significant changes in the way of
doing things and to increase the efficiency of the business. This will lay the foundation for a
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revolution more comprehensive than anything we have ever seen. Smart systems, like homes,
factories, grids or cities, will help tackle problems ranging from supply chain management to
climate change. The rise of the sharing economy will produce deep changes in the
consumption and then in the market, as is the case of car industry as we can see now the
beginning.

Figure 1 - Industry 4.0 framework (PwC)

The main features of Industry 4.0 are:
• Interoperability: cyber-physical systems (work-piece carriers, assembly stations and
products) allow humans and smart factories to connect and communicate with each
other.
• Virtualization: a virtual copy of the Smart Factory is created by linking sensor data with
virtual plant models and simulation models.
• Decentralization: ability of cyber-physical systems to make decisions of their own and
to produce locally thanks to technologies such as 3d printing.
• Real-Time Capability: the capability to collect and analyze data and provide the derived
insights immediately.
• Service Orientation.
• Modularity: flexible adaptation of smart factories to changing requirements by
replacing or expanding individual modules.
While the oncoming change holds great promise, the patterns of consumption, production and
employment created by it also pose major challenges requiring proactive adaptation by
corporations, governments and individuals. Driving this technological revolution is to manage a
broader set of socio-economic, geopolitical and demographic change factors, each interacting
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in multiple directions and intensifying one another. As a result, most occupations are
undergoing a fundamental transformation. While some jobs are threatened by redundancy
and others grow rapidly, existing jobs are also going through a change in the skill sets required
to do them. The debate on these transformations shows that these changes affect not only the
technical competencies, but also all the cross-skills people need to work in a company, namely
an industrial company. In fact, the reality is highly specific to the industry, region and
occupation in question as well as the ability of various stakeholders to manage change.

1.2. European and national trends
1.2.1 European trends
The legal basis of an EU industrial policy was first given in the 1992 Maastricht Treaty. Policy at
the time was to create more dynamic industrial sectors. During the 1990s, the EU's political
priorities focused mainly on the internal market and the creation of a monetary union. This
period was also characterized by a decline of the share of industry and an increase in the
service sectors in the economy, and the emergence of the ‘knowledge’ economy. As a result,
industry lost some of its priority as part of European economic policy. This ended in the early
2000s when the impact of globalization became more evident and when, with a more
advanced Internal Market and monetary union, the EU was again expanding. The aim of the
Lisbon agenda adopted in 2000 was to make the European Union “the most competitive and
dynamic knowledge-based economy in the world capable of sustainable economic growth with
more and better jobs and greater social cohesion.” The Lisbon agenda involved interventions to
boost investment in R&D, completing the single market, especially in services, and increasing
labor market flexibility and participation rates. However, the program was dependent on
implementation by national governments and after some reviews the agenda was relaunched
in 2005. Between 2002 and 2005 the Commission published a yearly communication on
industrial policy. The Parliament also supported development of a robust industrial policy and
has passed a series of resolutions on issues of major concern in the area. EU industrial policy is
consequently focused on the adjustment of industry to structural changes, encouraging
cooperation between firms, and promoting the industrial potential of innovation, research and
technological development.
The consequences of the financial crisis coupled with the persistent lag in EU productivity
relative to the US and the growing participation of manufacturing in the newly industrialized
countries at the very top of the value chain acted as a catalyst for an industrial policy review in
the EU. The main reasons for renewed concern were: the search for measures to stimulate
growth and jobs in response to the crisis; adaptation to structural change; the prevalence of
market failures and emerging economies.
Under the Europe 2020 strategy industrial policy, a revised version of Lisbon, launched in 2010,
became an increasingly important priority. The Europe 2020 strategy includes some flagship
initiatives including an “integrated industrial policy for the globalization era”. The approach is
primarily horizontal to influence the framework conditions for improving innovation and
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productivity. But it recognizes that general policies affect different sectors in different ways
which need to be taken into consideration, and that some sectors may need complimentary
measures to influence competitiveness. In October 2012, the European Commission published
its Communication "A Stronger European Industry for Growth and Economic Recovery" which
recognized the relative deterioration of European industry and emphasized the need for a
strong industrial base to promote a wealthy and economically successful Europe.
The European Parliament responded to the 2012 Communication by launching the strategy
entitled "A Renaissance of Industry for a Sustainable Europe - RISE", which includes a strategy
for a RISE in the EU Member States and adopted a resolution stressing that industrial policy is
essential for economic development and competitiveness, ensuring long-term prosperity and
solving the problem of unemployment. The resolution also presented a short-term agenda for
RISE to address pressing challenges in some industry sectors as well as a long-term roadmap
that encourages investments in creativity, skills, innovation and new technologies that seek to
increase competitiveness in European industry. Following the resolution, the Commission
adopted the Communication "Towards a European Industrial Renaissance" as a contribution to
the European Council's March 2014 debate on industrial policy. A vision of an industrial
revolution in Europe was presented and Member States was called to recognize the central
importance of industry for job creation and growth and the need to integrate industry-related
competitiveness concerns into all policy areas. In particular, it is necessary to support the
modernization and sustainable re-growth of European industry within the framework of a
revised competitive framework.
Thus, the basis for recognizing the need for Industry 4.0 was laid.

1.2.2. Italian trends
Currently in Italy foundry production is in charge of 1055 firms and concerns with products
made of non-ferrous metals (878 firms) and ferrous metals (177 firms). The national turnover
is about of 7 B€, as reported also in Figure 2.
Geographical distribution of the firms shows a very high concentration in the north, with only
the 5% of the total number located in the south and the 13% in the central zones of Italy. The
regions that are most populated by foundry firms are Lombardia (45%), Veneto (12%), Emilia
Romagna (10%) and Piemonte (9%).
Despite more than ten years crisis that invested also the foundry production in Italy, the year
2016 sees a new increase of the sector, with a growth of almost the 4% of the output of the
ferrous castings. The production based on non-ferrous metals is increasing: in particular, zinc
alloys production is rising by 6% and copper alloys production is raising by 13%. Analogously,
cast iron production increases thanks to the economic revival of mechanical and
transportation industries. As depicted in Figure 2 and 3, the non-ferrous firms drive the growth
of the 2016 production.
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Figure 2. 2016 Turnover

Figure 3. Percentage increase of production in 2016 respect 2015.

Figure 4 reports on the distribution of the Italian foundry industry in terms of enterprises’ size.
It’s worth noting that Italian foundry sector is characterized by an high percentage of micro
enterprises with a number of employers that does not exceed 9 people. The 2/3 (almost
19.000) of workers are employed in non-ferrous firms.

Figure 4. Percentage distribution of firms per employers number.
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As for the legal form of the companies, only the 4% of ferrous metals firms and 13% of nonferrous firms are individual enterprises, while the most part, almost 50% of the total number
of the firms, are limited liability companies. In Figure 5 the distribution of ferrous and nonferrous companies respect to the legal status is depicted.

Figure 5. Legal forms of the foundry companies

In the last ten years exports increased of 16% respect the total production volumes, see Figure
6. Italian foundry products are mainly intended to UE (64%), Asia (13%) and North America
(11%). Moreover, in the exports landscape, products destination, in terms of markets, has
changed in the last three decades: while at the beginning of the 90’s the reports show that the
most part of products were intended to the building industry, in 2016 the most part of the
production was committed by the mechanical industry.

Figure 6. Exports trend respect to the total production
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The world of digitalization extends also to foundry: in this case we can speak about Foundry
4.0. It is not a specific technology but a combination of several technologies used to construct
a smart firm, provided by a set of tools and automated machines able to exchange information
so that the production processes become autonomous. In this production sector, the fourth
industrial revolution will lead to optimize the process efficiency and speed by a continuous
cooperation between the firm and its customers.
As already mentioned currently in Italy the foundry market counts 1055 firms, has a turnover
of 7 B€, and supplies almost 350.000 mechanical engineering SMEs. Foundries that will invest
in innovation will survive and will upgrade their know-how, but those that does not have the
necessary means to start the revolution will clearly fail and will become a serious problem for
the territory, since the plants can not be easily requalified.
Adoption of technologies 4.0 in the foundry production lead to many advantages: the labour
intensive component of the production decreases, the production goals can be monitored and
reached by an automated process, the cycle time decreases, the average productivity
increases, the stock expenses can be limited, the quality of the product increases and the
defective parts are limited, the risk factors can be foreseen and controlled.
Italian foundries are facing many challenges where the information and communication
technologies play a key role since, for instance, IoT communication have to be supported by an
efficient internet connection. However, currently, this challenges can be considered only at the
level of a single foundry, that can start by adopting some 4.0 technologies after a previous
clear planning. The foundry supply chain is not yet ready to implement foundry 4.0
technologies, since the single entities are not yet evolved in this direction.
Sensors and network technologies can be embedded in the JIT production and data stored by
IoT tools can help to support the production planning and improve the performance. However
the real implementation of such operation is already almost abstract and far from the practice.
A brief list of Foundry 4.0 technologies follows. The following technologies are those that allow
a preventive maintenance, that is becoming crucial to avoid plant and production deadlocks:
the industrial accelerometer, which has the main goal of monitoring the vibration and the
health of the single machine of the plants; sensors and filters on the machine ventilation
systems; pirometers and triangulation laser which monitor the metals temperature. As for the
warehouse 4.0, they should be automated and combine the innovation technology with
security and space optimization. Promozione Acciaio Foundation has promoted a workshop to
give the guidelines to design and build a warehouse 4.0 dedicated to the foundry supply chain.
Another important technology that can be adopted is the 3D printing that allows to produce
special personalized products to meet client requests in terms of shape, material and quality.
Sensors and tools for the control of the liquid metals would lead to many advantages, among
them the reduction of raw material, the energy saving, the increasing of quality and
productivity.
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Many foundries are investing in enabling technologies. Some foundries have already
implemented a part of the new technologies and reached some goals such as: the continuous
contact with the client for the design of a customized product by using CAD, CAM or IGES and
STEP tools for 3D design; installation of MetalOne and SAP business One that allow to trace
and control the product form the design phase to the realization phase, also involving the
financial operations and then a detailed cost control; adoption of simulation systems to
analyse the process, to optimize the lead time and the time to market, and to define feed-back
actions to control any product; realization of automated dimension control of the objects by a
machine COORD3.
The greatest difficulty is to embed the new technologies with old plants and production
operations and to train workers that have acquired a know-how that have to be deeply
changed or updated to meet and use the new technologies.
In fact new professional profiles are required to actually implement the changes, in particular
maintenance and automation technicians and process and quality controllers.

1.2.3. Portuguese trends
A PwC study reveals that In Portugal, 86% of companies expect to achieve high levels of
digitization by 2020, including horizontal and vertical value chains.
More than half of the pioneer companies, which already have significant investment levels and
advanced digitization levels, achieve more significant gains in performance, with revenue
increases and cost savings of more than 20% by 2020.
Digital represents an opportunity for Portuguese companies. 8 out of 10 companies plan to
introduce at least one of the digital products or services. In addition, 57% of Portuguese
industrial companies expect an average increase in their revenues through digital up to 10%,
55% are expected to reduce costs by more than 10% and about 70% expect to achieve
efficiency gains above 10% .
Industry 4.0 has significantly increased the opportunities to retain and increase the
relationship with customers, making the dispute for them even more intense. Among the
methods used by industrial companies for this approach are product customization, innovation
in customer service, personalized marketing in access channels, data analysis to meet
customer needs and improve operational performance or the development of value chains
focused on customers.
The biggest challenges to the development of digital operations identified by Portuguese
companies were the lack of digital culture and training (58%), the undefined economic benefits
in digital investments (38%), the lack of collaborative capacity of the business partners (33%)
and unresolved data security and privacy issues (29%).
Regarding data security, the biggest concerns of Portuguese companies are the unauthorized
extraction of data or data changes within the company's internal flows (61%), the risks
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inherent in data loss liability (59%), the operational interruptions due to hacking or failures
(43%) and the deviation of data during the exchange of information with the partners (43%).
More than half of Portuguese companies consider that they have an average maturity level in
terms of their data analysis skills, however, only 24% of companies have a department for data
analysis and processing.
In the short term, developed economies can stand out in Industry 4.0, although the emerging
economies are more likely to gain from digitization.
Most Portuguese companies (60%) expect a return period of the digital investment up to 2
years.

1.2.4. Romanian trends
The main trends within the foundry sector in Romania are described below:
•

•

•

•

•

The demand within the foundry sector in Romania has known an upward trend until
1989, after which this industry has experienced a dramatic decrease in terms of both
quantity and quality.
After 1989, the production activity in the foundry system is dependent on the
evolution of the demand for casting products, respectively on their competitiveness on
the market.
Currently there is a growing trend of market globalization, which entails an extensive
overlap of the national economies. The amazing speed at which this process takes
place is favored by the technological advance.
The direction towards casting of non-ferrous metal alloys, especially light metals, is
positive pursuing the similar trend to be found in the industrially advanced countries.
Non-ferrous alloys hold a growing share in Romania and among these aluminum alloy
castings are the most extended.
It has been recorded a decrease in the quantity of nodular graphite iron castings.

Some indicators:
Over the past 3 years an upward trend has been noticed in Romania, an increase quoted since
the year 2016, in an article of the Foundry Review. Thus, the total casting production was of
97,970 tons/year, of which 25. 9% was cast iron, 7. 04% steel and 67.06% non-ferrous alloys.
In 2017, in the "World Casting Production Report", published by the World Foundry
Organization (WFO), Romania was cited as follows: "The industrial production is growing in
over 100 existing foundries, all of which hold very different manufacturing processes and
standards. The total casting production is of about 122,000 tons/year, 3 foundries producing
more than a third of this amount, 55% of the production is aluminium, 21 % grey cast iron, 3%
cast iron with nodular graphite and 10% is steel."
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Thus, in 2017 there were positive increases, respectively an increase of the total production by
32.19% as compared to the year 2016.

1.2.5. Spanish trends
Before analyzing the trends of the Spanish foundry sector, it is convenient to review some data
and figures to get an idea of the field and volume to which we refer.
The Spanish foundry sector, represented by the FEAF (Spanish Federation of Foundry
Associations), recognized by all the Administrations as representative of the foundry sector in
Spain, consolidates 145 associated companies, 109 of them foundries, from 13 autonomous
communities and is mostly made up of iron foundries (82% of production) followed by nonferrous foundries (13% of production) and steel foundries (5% of production). The FEAF also
has associates with a set of 36 suppliers of the sector, among which are suppliers of raw
materials, casting equipment and services, thus expanding its value chain.
In the following figures (2017 data, source FEAF) you can see the data mentioned above,
segmented in the different metals and sectors (you are able to find updated data every year on
its website: www.feaf.es ):
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Figure 7 – Spanish data for Foundry Sector

The main customer is the automotive and industrial vehicles sector, which represents 64% of
production, followed in a very long distance by the Sectors of Valves, Pumps & Fittings with
9%, Wind Energy with 8%, Die Making with 3%, and Construction and Cement with 3%.
Below you are able to see the evolution of the production (in tons) of the Spanish foundry
sector during the last 7 years (source CAEF, The European Foundry Industry 2017).
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The following figures show the position of Spain in terms of production levels compared to
other European countries (source CAEF, The European Foundry Industry 2017). In the first
figure we find the iron production and in the second the non-ferrous production.

PBL TRAINING FOR MANAGERS TO FACE THE FOUNDRY 4.0 CHALLENGES (INNORESOLVE). 2017-1-ES01-KA202-037932

14

ERASMUS + PROGRAMME

In recent years, the metal-mechanic industry has experienced a progressive increase in
international competition, mainly from emerging countries. Thus, plans have been carried out
to improve the competitive position of companies in the domestic and foreign markets.
However, there has been an increase in the number of companies in the sector that are
committed to foreign markets.
The main trends within the foundry sector in Spain are described below:
♣Progressive increase of international competition. In recent years, the sector has
experienced a progressive increase in international competition, mainly from emerging
countries. This fact has caused in some cases a process of relocation of lower added value
production phases to countries that are characterized by lower production costs.
♣Implementation of plans to improve the competitive position. The growing international
competition has driven the implementation of plans to improve the competitive position of
companies in the sector in the domestic and foreign markets. In this sense, many
manufacturing companies have opted for segments with higher added value by introducing
improvements in the areas of technology and quality, both product and service (for example,
through reducing the delivery time of orders). On the other hand, improvements have been
applied in the levels of productivity, through the application of specific techniques in the
organization of production, stimulating the polyvalence of the workers and the systematic
renewal of the production systems. It should be added that information technologies have also
been introduced in the different areas of the companies (management, production, marketing,
etc.).

PBL TRAINING FOR MANAGERS TO FACE THE FOUNDRY 4.0 CHALLENGES (INNORESOLVE). 2017-1-ES01-KA202-037932

15

ERASMUS + PROGRAMME

♣Technological advances. In particular, the advances in the field of technological innovation
must be mentioned. On the one hand, process innovations have been key in the actions to
improve quality, productivity and occupational safety; secondly, product innovations have
been fundamental in the context of product differentiation strategies. Likewise, the evolution
of the technologies has contributed to increase the level of training required in the lower
qualification profiles of the companies.
♣Internationalization. In recent years there has been an increase in the number of companies
in the sector that are committed to foreign markets, either through the export of goods or
through the establishment of subsidiaries, commercial or productive, abroad. In fact, the most
internationalized companies are those that have better overcome the negative effects of the
crisis, taking into account the sluggishness of the internal market. It should be noted that the
need for internationalization of companies has generated new dynamics in the necessary
professional profiles, which are specified in international trade professionals and, mainly, trade
technicians and experts with a good command of English and other languages.
Despite this favorable situation, from the reality described by the associations and companies
of the sector, there are important challenges to which the foundry sector faces:
•
•
•
•
•

Concern about international political uncertainty.
Difficulties finding qualified personnel in some sectors.
Pressure increase on the price, which affects the business margin.
Greater competition from companies in emerging countries, which no longer compete
in their market, but globally.
Broad needs for technological development, both in product and process, including
issues such as digitization, Internet of things or big data.

1.3. The main challenges
From the company’s point of view, one of the biggest challenges of the Industry 4.0 is to assess
the skill disruption in jobs and to establish the new portfolio of competencies that industry and
also the public policies must invest on. However, it is also clear that this need for more talent
in certain job categories is accompanied by high skills instability across all job categories.
Combined together, net job growth and skills instability result in most companies facing major
recruitment challenges and talent shortages.
Based on the Industry 4.0 agenda, it is clear that a very broad range of competencies is needed
for its implementation. They arise along the entire value chain, both at the operational and
support levels, ranging from corporate infrastructure to system design, modeling and
management of manufacturing operations, to human interaction skills. In many ways, the
convergence of IT, manufacturing, automation technology and software requires the
development of a fundamentally new approach to training IT specialists. Employee roles are
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expected to change in terms of content, work processes, and work environment. Industry 4.0
impacts flexibility, working time, demographics and privacy. This means a significant
transformation in job profiles and skills. There will be new operational and organizational
structures that require more decision-making, coordination, control and support services, in a
much more complex environment. There will also be a need to coordinate between virtual and
real machines and plants in production management systems. In general, this means that
there are significantly greater demands on all members of the workforce in terms of
complexity management, higher levels of abstraction and problem solving. Employees are
expected to act more on their own initiative, have excellent communication skills and are able
to organize their own work.
This means that there is scope for greater individual responsibility, decentralized leadership,
and management approaches to allow greater freedom in decision-making, engagement and
workload regulation, leading to more skilled employees, shifting work organization from more
Taylorist approaches to holistic methods of work organization.
Potentially, this means that there is room for substantial growth and enrichment of jobs,
opportunity to increase earnings and greater flexibility in working hours, better work-leisure
balance and generally expanded opportunities.
The question, then, is how businesses, governments and individuals will react to these
developments. To prevent the worst possible scenario, technological changes accompanied by
talent shortages and unemployment with growing inequalities, the requalification and
improvement of the qualification of today’s workers will be critical. While the need for basic
education reform is assumed, it is simply not possible to face the current technological
revolution by waiting for the next generation’s workforce to become better prepared. Instead
it is critical that companies take an active role in supporting their current workforce through
re-training, that individuals take a proactive approach to their own lifelong learning and that
governments create the enabling environment, rapidly and creatively, to assist these efforts.
The current technological revolution should not turn into a race between humans and
machines but rather an opportunity for work to become a way through which people can
develop their full potential. To ensure that we achieve this vision, we must become more
focused and much faster in understanding the changes in progress and aware of our collective
responsibility to lead our businesses in this transformative moment.
Demographic and socio-economic changes will have an almost as strong impact on business
models and organizational structures as technological change. Technology has already shifted
the paradigm of work across virtually every industry as workplaces of the industrial age give
way to work practices of the digital age, including remote work, flexible work and on-demand
work. The rising middle class in emerging markets, the need to transition towards an
environmentally sustainable economy and increased geopolitical volatility are all seen as major
organizational drivers of change.
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A number of drivers of change will have a decisive impact on specific sectors such as industry.
For example, new energy supplies and technologies will have a particular impact on the Energy
and Mobility industries. Processing power and Big Data will have an especially strong impact
on Information and Communication Technologies (ICT) used in the industrial scope.
At the national level, expectations about the nature of upcoming disruptions are shaped by the
demographic, economic and technological development of the country in question. Overall,
changing and flexible work is seen as the most significant driver of change in advanced
economies, while the rising middle class takes this role in emerging markets.
The impact of some drivers of change differs between industries and is shaped by the specific
nature of the current business model of each industry. However, regardless of the specific
industry, it is clear that the pace of industrial transformation will be very rapid. Disruptive
changes in industry are already re-configuring business models and skill sets.
Another factor that will be a challenge for the implementation of the industry 4.0, is
undoubtedly the economic capacity of companies and their countries. It is unquestionable that
many of the measures of transformation of the traditional industry into genuine industries 4.0
require investments which, at first, do not present an immediate return.
It is necessary to raise awareness among countries and also of business associations in the
industrial fabric in order to show the competitive advantages brought by the new model.

1.4. European and national resources for industry 4.0 implementation
1.4.1. European resources for industry 4.0 implementation
The implementation of a new industrial revolution, driven by technological breakthroughs such
as the Internet of Things (IoT), cloud computing, big data analytics, robotics and 3D printing,
open new horizons for industry to become more efficient, to improve processes and to
develop innovative products and services.
They also help industry to respond to customer’s demand for personalized products and
services, safety and comfort as well as improved energy and resource efficiency.
European industry is well positioned to make the most of this digital opportunity, because it is
strong in sectors such as electronics for automotive, security and energy markets, business
software, and laser and sensor technologies. Europe also hosts world-class research and
technology institutes.
However, while many parts of the economy have been quick to take up digital technologies
and processes, high-tech sectors face strong competition from other parts of the world and
many traditional sectors and small and medium enterprises (SMEs) are lagging behind. The
goal of the EU's first industry-related initiative of the Digital Single Market strategy is to ensure
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that Europe is ready for the growth in the emerging markets for future digital products and
services. This will require sustained and coordinated investment from the public and private
sectors.
Building on and complementing the various national initiatives for digitizing industry, the
Commission will use its policy instruments, financial support, coordination and legislative
powers to trigger further investments in all industrial sectors. This includes working with the
EU's Member States to focus investment in public-private partnerships; pooling resources for
ground-breaking developments in digital technologies and platforms including world-class
cloud infrastructure for science and innovation as well as large scale test-beds to accelerate
standards setting.
The biggest gains can come from triggering further public and private investments to
significantly boost the digital innovation capacity of Europe. This includes linking up the many
existing EU, national and regional initiatives to better focus investments and make the most of
the opportunities offered by the European Fund for Strategic Investments and European
Structural and Investment Funds, by promoting:
•
•

•

•

•

A pan-European network of Digital Innovation Hubs for businesses to access and test
digital innovations in a safe environment and masters their digital transformation.
The EU's digital and industrial public private partnerships are not only producers of
innovation, they also bring together the best of the policy and private sector to
coordinate EU-wide efforts with national industrial strategies.
Encourage more pooling and alignment of resources. If Member States were to focus
at least €3 billion per year of national and regional R&D&I investments to supporting
these strategies, Europe would see a radical change in its innovation capacity.
Legislation needs to look to the future, for example by clarifying the ownership of data
generated by sensors and smart devices, reviewing rules on safety and liability of
autonomous systems and presenting legislation on the free flow of data.
Looking at how the needs of industry for a skilled labor force can be met by our
education and training systems.

In view to the implementation of the actions, stakeholders have to engage with a view to share
and to participate in:
•
•
•
•
•
•

Identify good practices of access to digital technologies, of skills, of regulations which
allow for a wide dissemination of digital innovations.
Promote centers of competence and digital innovation hubs which support industry to
experiment with new technology.
Identify relevant publications, digital readiness assessment, etc.
Raise awareness about the digital transformation.
Connect stakeholders.
Support the mobilization of resources.
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In addition, new policies are needed to help countries implement Industry 4.0:
•
•

•

•
•
•
•

Where appropriate, putting in place policies and supporting funding as regards, for
example, developing pilots, education, migration or research in digital manufacturing.
Making funding available and introducing supporting measures targeting SMEs to
ensure these can participate in the developments of digital manufacturing and the
internet and integrate into emerging value and chains and production networks. This
includes awareness-raising, improving access to finance, supporting regional clusters
and partnerships.
Raising awareness about the challenges and opportunities in the area of Industry 4.0
and the Industrial Internet. Helping identify and develop lead markets for Industry 4.0
products and services.
Supporting development of a framework conducive to the swift adoption of standards
in this newly emerging sector whilst safeguarding data protection and IT security.
Provision of forum and platforms for stakeholders to become involved and exchange
best practices, including the associations of industry, research institutions, etc.
Collaboration with other countries on the subject, for example, sharing best practices
or developing joint initiatives.
Working with European institutions such as Horizon 2020 framework to identify
appropriate support possibilities.

1.4.2. Italian resources for industry 4.0 implementation
The 2017 Annual Report about the industrial scenarios presented by Confindustria (the
national confederation of Italian industries) showed the rank of the principal manufacturer all
over the world. In spite of the crisis of the last decades, Italy keeps its high position among the
industrialized countries, being the seventh of the world and the second in Europe after the
Germany. Many Italian manufacturing products address to niche markets and are usually
personalized and grant high quality. Sectors that are most affected by these features are
Automation, Food-Processing, Interior Design, Fashion; we can also mention other markets
such as Luxury Automotive, Aerospace, Chemistry, Biomedical.
The fourth industrial revolution constitutes a great chance for Italy since in terms of
strengthening the economies of our industrial districts by encouraging a deeper integration
and cooperation among the actors of the supply chains. A direct effect of such policy would
lead to a more competitive position of Italian industries in the international chains of value.
Italy is deeply affected by the echo of the German industrial world, which is supporting the
industrial revolution by appropriate policy measures of the federal government. The strategy
adopted by the most parts of firms in Germany aims to involve the manufacturing supply
chains and leads to the stabilization of the German managerial policy that also affects other
European countries.
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In September 2016, the Italian Government, supported
by the Economic Development Ministry, presented its
own Piano Nazionale Industria 4.0 (Industry 4.0
National Plan), in line with that of other European
countries. In this plan, the new Italian industrial policy is set-up, with a special focus on the
fourth industrial revolution. The Government aims to support the industrial development as a
key issue of the policy and to facilitate the SMEs transformation so that they could grab the
great growth chance that the fourth revolution offers.
The plan starts with an analysis of the industrial sector of our country, based on the following
limiting elements:
•
•

existence of large private industrial players, able to “pull” the changes in the
manufacturing processes, but limited in number.
existence of limited set of companies involved in the main supply chains that are able
to coordinate the evolution process of the value chains.

Behind the previous ones, some advantageous aspects are:
•
•
•

the Italian industrial system is (already) based on the SMEs and on the fourth
capitalism.
the university poles and research centers for research already play a key role for
technology development and innovation.
Italian products are characterized by high exclusive connotation.

Starting from this preliminary analysis the Government decides to follow the guidelines below:
•
•
•

•
•

each SME can choose its own technology and no fix technologies have to be adopted.
actions and investments are not addressed to a limited number of industrial sectors
but will be horizontally distributed.
Italian companies will not compete to obtain funds but will be facilitated by tax
advantages that will interest those companies, which will invest in digital, and
innovation technologies.
try to modify some existing tools to support the technological and the productivity
improvement.
coordinate the main stakeholders without imposing strict generic managerial
guidelines.

That plan aims to:
•

respect the manufacturing abilities and peculiarities of the Italian industries, in
particular those of the producer of 4.0 high technology tools and advanced systems for
domestic and international markets.
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•

stress the value of the historical peculiarities of the made in Italy products, such as the
suppliers of personalized solutions, characterized by the high value of the specific
know how.

The plan has been suited to the peculiar aspects of the Italian manufacturing system that is
based on several SMEs with typical characteristics, very different from each other, supported
by a diffused and integrated ICT system able to actually realize the evolution based on the 4.0
paradigm of the industrial supply chains.
The plan favorites the combination of several technologies that can implement the 4.0
changes.
The strategic main actions are four, two are denoted key strategic action, and the other two
can be denoted ad side strategic actions.
Key strategic actions:
•

•

Innovative investments: they have the objective of supporting the private investments
to modernize the production plants by the super depreciation (increasing of the 40%
of the cost of the good) and by the hyper depreciation (increasing of 150% of the cost)
for the main development operations; they support research and development and
innovative solutions; business financial operations toward the Industry 4.0 Plan.
Expertise and research: dissemination of Industry 4.0 principles, awareness,
technologies and operations in the whole training; building of Competence Center
Industry 4.0 (that are Open Lab focused on innovation) that have to realized close to
some important public or private Universities, where cooperation with many
companies is promoted and facilitated by training and development of research
projects on industrial research and experimental development, and Digital Innovation
Hub (supported by business associations to disseminate the main guidelines to start
Industry 4.0 innovation and to coordinate digital transformation and tech transfer
structures).

PBL TRAINING FOR MANAGERS TO FACE THE FOUNDRY 4.0 CHALLENGES (INNORESOLVE). 2017-1-ES01-KA202-037932

22

ERASMUS + PROGRAMME

Figure 10. Nine technology drivers of the Italian National Plan Industry 4.0

Side strategic actions:
•

•

Enabling infrastructures: provide suitable network infrastructures by using the Ultra
broadband Plan operating in those that are called “grey zones” where only one
telecommunication operator is in charge of covering the territory and where many
companies are located; grant the security and privacy data protection; cooperate for
the definition of international standards.
Supporting public tools: upgrading and enforcing all the already existing systems that
have been proved to be efficient and effective for innovation, such as the “Fondo
Centrale di Garanzia” supporting the financing of SMEs and the Development
Contracts, promoting large investment; supporting the exchange wage-productivity by
a decentralized business negotiation; upgrading the “Nuova Sabatini” to promote
investments for Industry 4.0; enforce the presence of Italian industries in the
international markets.

The four strategic actions are not exclusive but can be combined. For example, a company
requesting a government loan for a technological innovation to digitalize a production line can
access both to the hyper depreciation and to the “Nuova Sabatini” to obtain financial benefit.
A national network Industry 4.0 has been built. It consists in a distributed network of Digital
Innovation Hub and Competence Center Industry 4.0 that support the companies in their
transformation toward the Industry 4.0 standard.
Digital Innovation Hub and Competence Center Industry 4.0 will support the applied research
and have to supply the following three main services for the business:
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•
•

•

Orientation: it will be fundamental to test the actual level of the company in terms of
technology and digitalization.
Training: this service has the main objective of promoting and disseminating the
expertise of the Industry 4.0 technologies and operations by courses focused on
manufacturing and real case studies, able to show the benefit of the technological
innovation, such as the costs reduction and the increase of competitiveness.
Projects: proposal of innovation projects on industrial research and experimental
development, presented by companies and business cooperation; services for the
technology transfers.

In conclusion, the Italian National Plan for Industry 4.0 proposes a combination of tax
incentives, support to venture capital, construction of ultra-broadband network, training in
schools and universities, with the objective of supporting the SMEs to start the fourth
industrial revolution, and to convert their traditional manufacturing plants too digital ones.
To give a sketch of the main numbers of 2017 regarding the National Plan Industry 4.0 effects
the reader can refer to the following data:
•

•
•

•
•

Financial operation for growth: around 40 companies decided to go public in 2017,
more than 80 are expected to do so in 2018; 728 registered innovative SMEs; 431
agreements for patents; tax incentive applied on 320 M€ for 620 for firms; provide
companies with more alternative finance channels led to collect 850 M€ as minibonds
and crowdfunding;
Investments in digital technologies: they have been distributed in several categories
such as software, IoT, cloud, cyber-security and robotics.
Incentives: the most accessed has been the super depreciation (accessed by the 58%
of the small enterprises, the 60% of the large enterprises and the 67% of medium
enterprises). It is followed by hyper depreciation, R&D tax credit, Nuova Sabatini. In
particular the super depreciation and Nuova Sabatini have been used for installation of
machinery, electric and electronic equipment, machinery and other equipment
purchase.
Firm expenditure in R&D&I: it is depicted in Figure 11 where the growth of the number
of firms that in are going to invest is increasing.
Development contracts: they have an impact on the Employment in terms of creation
and preservation of almost 58,000 jobs. They have been most used in the industrial
development (63%) and then in the Agro processing firms (30%), the rest is divided in
tourism, environment protection and trade.
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Figure 11. Firm expenditure in R&D&I

•

•

Ultra-broadband Plan: public investments in this context are 5 B€ in resources
allocated to finance the introduction of ultra-broadband networks in areas classified as
«white» (high market failure) and «grey». They regard 17 regions. The 42.7% of the
national territory has been covered during the 2017, while 2018 the percentage is
expected to increase till 63%.
Competence Centres: 40 M€ to support the start-up costs of the centres, and to
finance projects proposed by other firms. Each centre may receive public support on
their expenditures up to 50%, with specific ceilings.

1.4.3. Portuguese resources for industry 4.0 implementation
In Portugal, the government adopted the Strategy for Industry 4.0 that is a set of 60 public and
private initiative measures that are expected to impact more than 50 000 companies operating
in the country and, at an early stage, will enable the retraining and training of more than
20 000 workers in digital skills.
Under the Industry 4.0 measures, it is expected that up to 4.5 billion euros of investment will
be injected into the economy until 2020.
To prepare Portuguese companies for Industry 4.0, since April 2016, the Government has
worked with more than 200 entities and companies in working groups for different sectors,
such as agroindustry (production, processing, transport and storage), retail (distribution, ecommerce, textiles, footwear, etc.), tourism and automobile (molds, plastics, machinery,
robotics, electronics, etc.).
These groups, made up of the largest companies in their sectors, by SMEs and also by startups
who dominate and are developing solutions based on technologies characteristic of the fourth
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industrial revolution, have facilitated dialogue between companies, employees, associations,
science and politics and allowed all economic operators have a uniform understanding of the
potential of Industry 4.0.
The task of these groups was to produce ambitious but achievable recommendations for all
concerned with an agenda tailored to the needs and potential of our industry.
The most important resources for the strategy implementation of the Industry 4.0, are:
1. Financing: Mobilization of European Structural and Investment Funds up to € 2.26 billion of
incentives, through Portugal 2020, for the awareness, adoption and massification of
technologies associated with the Industry 4.0 concept, over the next 4 years. The intention is
to invest in resources relevant to the digital transformation of the economy through financing
based on specific eligibility criteria.
The instrument called Vale Indústria 4.0, aims to support digital transformation through the
adoption of technologies that enable disruptive changes in SME business models (such as the
hiring of e-commerce sites or factory management software to certified providers). These
vouchers have the unit value of € 7500, should support more than 1500 companies and
represent a public investment of € 12 million.
Also worthy of note is the launch of a credit line to support SME exports through PME
Investimentos. This line allows the anticipation of sales proceeds at a subsidized interest rate,
thus mitigating the risk of exporting companies of innovative technology of equipment that
integrate technologies 4.0
2. Digital Skills Program: Promote the launch of the initiative that will enable, by 2020, an
additional 20 thousand people in information and communication technologies in relation to
current levels of training. In collaboration with the private sector, this measure is aimed at
addressing the shortage of specialized technicians in this area and allows supporting the
professional retraining, creating new opportunities for professional insertion through the
acquisition of new skills.
3. Technical Courses Industry 4.0: Review of the portfolio of professional technical courses in
line with the demand of new competences by the companies in the scope of the digitalization
of the economy. In this context, interfaces between schools and industry will be created, and
the use of qualified workers will be promoted, as well as the use of business equipment to
support school activities.
4. Learning Factories: Promotion and support in the creation of physical infrastructures with
technological equipment that recreate Business Industry 4.0 environments, with a view to the
qualification of human capital, promoting and giving continuity to ongoing initiatives such as
Fabtec, Laboratory of Processes and Technologies for Advanced Production Systems, which
consists of a learning factory to demonstrate innovative solutions to the business fabric, and
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Introsys Training Academy, which integrates a simulated factory floor, and the Academy 360
Room with interactive panels that control equipment on the shop floor.
5. International Missions: Promotion of missions with national commissions, led by
representatives of the Government, with a view to sharing products and services of Industry
4.0 developed in Portugal. These committees should be present at events / fairs (e.g. Hannover
Messe), cities / regions and industrial centers (e.g. missions to Lombardy and Basque Country)
that could provide opportunities for Portuguese companies.

1.4.4. Romanian resources for industry 4.0 implementation
At present, Romania is facing a real need for the training of the foundry staff, as young people
do not show very much interest in qualifying in this field. In order to overcome this need,
further actions are required, namely designing and organizing postgraduate courses for the
engineers interested in specializing in casting and finding the means to pass these skills and
knowledge from older generations already active in the foundry industry to the younger
generations.
Alongside the demand related to the staff, there is a strong need for upgrading the foundries
with state-of-the-art technology aimed at ensuring competitiveness of the foundry products.
In Romania, there are entities active in maintaining and reviving the foundry industry, such as
the Romanian Foundry Technical Association (ATTR) which is affiliated to the General
Association of Engineers of Romania (AGIR) and to the World Foundry Organization (WFO).
The ultimate goal of the ATTR is that of defending the professional and social interests of the
specialists working directly or indirectly in the foundry industry - engineers, economists,
specialty academics, researchers, designers of the research and design institutes and centers,
students, professionals in manufacturing and trading of ferrous or non-ferrous alloy castings.
The ATTR objectives are the following:
•
•
•
•
•
•
•
•

Joining of ATTR by specialists working directly or indirectly in the Romanian foundry
industry.
Organization of technical, scientific and economic actions of the profile, in the country.
Development of documentary studies, researches, expertise etc. in the field of
foundry.
Supporting the member companies with technical and economic information and the
trading of their products.
Organizing specialized committees for specific activities.
Participation in decision-making activities related to the production of cast products.
Editing the specialty publication - the Foundry Review
Carrying out the activity within the World Foundry Organization - WFO, where ATTR is
a member.
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•
•

Networking with worldwide Foundry Associations or other organizations involved in
the foundry industry.
Organizing attendance of the industry international actions.

In conclusion, in Romania the ever increasing orders for foundry products have become visible,
calling for a stronger support of the foundries from all the entities directly or indirectly
involved in their activities.

1.4.5. Spanish resources for industry 4.0 implementation
Not a few industrial companies in Spain are already in their 4.0 development, but many more
are still behind, so we must facilitate this digital transformation, to try to avoid the digital
business exclusion. This authentic transformation of the production model is allowing to
obtain products with greater added value, more efficient production processes and
opportunities in new business models. An industrial model in which the innovation is
collaborative, the productive means are connected, the supply chains are integrated, the
distribution and attention channels are digital...
In short, new opportunities open up for companies from the point of view of productivity,
efficiency and competitiveness.
Consequently, it is necessary to address a deep transformation of our industry (and in
particular in the foundry sector), and the digital engine must be key in this regard. It is what is
called digital transformation. The digital transformation will allow industrial Spanish
companies to obtain new competitive advantages. To facilitate that the companies implement
the digital technologies, it is necessary to elaborate an action plan that includes some
objectives, some premises and some lines of action. In short, an intelligent and connected
industry model.
In this regard, at national level, from Industry, Energy and Tourism Ministry, the Connected
Industry 4.0 strategy is launched, a joint and coordinated initiative of the public and private
sectors. It is circumscribed in the Agenda for the Strengthening of the Industrial Sector in Spain
(2014) and is aligned with the Digital Agenda for Spain (2013). In this first phase of the
initiative, the main lines of action and the governance model have been defined to facilitate its
future development and implementation.
The Spanish model of Connected Industry 4.0 pursues three specific objectives:
•
•

•

To increase industrial added value and qualified employment in the industrial sector.
To favor the future industrial model for the Spanish industry, in order to strengthen
the industrial sectors of the future of the economy and increase its growth potential,
developing in turn the local offer of digital solutions.
To develop competitive differential levers to favor the Spanish industry and boost its
exports.
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The digital transformation represents an opportunity for the Spanish industry. However, as it is
the result of a recent evolution and requires significant investments and adaptations, it has not
been widely adopted yet. This initiative aims to establish four lines of action that reduce the
effect of obstacles to the industrial digital transformation. In this way, we want to generate the
most favorable environment possible for the adoption of digitalization by companies in the
Spanish industrial companies.

1. To guarantee knowledge of the Industry 4.0 concept and its associated technologies,
as well as the development of Industry 4.0 competencies in Spain. Industry 4.0 is a
relatively recent concept and in many cases unknown to companies, especially for small
and medium enterprises, with lack of resources and time necessary to learn about what
does not have an immediate effect on their income statement. Training is also key to
guarantee the necessary skills for the implementation of digitalization in the industry. It
is essential to have the necessary talent for the development of digital technologies and
solutions, as well as for their start-up, maintenance and use in the industry.
2. To encourage collaboration between companies from various industrial sectors,
technology companies, research centers and other entities in order to promote the
development of solutions 4.0 adapted to the needs of the industry. Currently there is an
opportunity to improve collaboration between industry and technology providers. A
more frequent and close collaboration could facilitate a better adaptation of the
technologies to the industry. This type of collaboration allows the industrial companies
to know the possibilities of the technologies and that the technological experts
understand deeply the needs and the problems that each of the industrial sectors face.
The collaboration between the industry, the technological sector and the researchacademic field is key, since it allows to generate synergies that lead to disruptive
innovations. With the aim of fostering this collaboration, the promotion (and the
creation, when appropriate) of collaborative platforms and environments, is proposed.
3. Promote the development of a Spanish offer of digital enablers. The crisis has
diminished the capacity of private companies to invest in R & D & I activities, especially
in those cases in which economic returns are not obtained in the short term. Therefore,
it is essential to promote R & D & I, specifically, in its more incipient phases, in which the
economic return is obtained in a longer period. The technologies that enable the digital
transformation of the industry are new and, with them, the opportunity to make Spain a
supplier country of products and services associated with them, arises. To make this
possible, initiatives that encourage the offer of digital enablers by Spanish companies
should be adopted, since it is a sector with a very important future market and its
products and services have a high added value. Connectivity is an essential element to
cope with the multiplication of shared data and the deployment of communication
infrastructures, applications and devices, which supports the demands of connectivity
and industrial Internet coverage.
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4. Promote the appropriate actions for the implementation of Industry 4.0 in the Spanish
industry. Most of the Spanish industrial sector is formed by small and medium
companies, for which the adoption of new technologies it is difficult, for several reasons.
The lack of knowledge, the lack of time to devote the analysis of the digitalization
possibilities or the lack of means to subcontract advice, make necessary counseling
initiatives, such as grants for needs diagnostic. On the other hand, the possible
difficulties in financing investment in digital enablers require initiatives that facilitate
decision-making and help companies in financing such investment, through financial
support, for example. It is also necessary to ensure that the regulatory framework and
standardization cover all the new needs generated by the digital transformation of the
industry. Regarding the regulatory framework, we must ensure that it responds to the
various problems that may arise in the new digital context; while standardization is key
to facilitate the development and implementation of technologies that sustain the
digital transformation and guarantee interoperability between different systems and
solutions. In addition, to generate solutions that can be used for the industrial sector
and show applications and benefits, a series of public-private projects for useful and
specific solutions 4.0. for the sector, can be launched.
In the Basque Country, the Basque Industry 4.0 initiative supports the incorporation of
technology in means and production systems, the use of emerging technologies and
capabilities in new products and processes, the integration of advanced materials in solutions
with greater added value or improved processes, the efficiency and sustainability of the
resources used and the integration of high added value services. Its mission responds to the
consolidation of Euskadi's position as an industrial economy, based on the impulse of
knowledge-intensive manufacturing.
The Strategic Objectives are the following:
1. Added value: Helping Basque companies move towards more knowledge-intensive
and more value-added manufacturing activities.
2. Integration of KETs: Promoting in a structured way the multidisciplinary and
technological convergence to develop capabilities and best in class manufacturing
solutions, optimizing existing resources.
3. Global value chains - Cluster 2.0: Integrating value chains, local and international, to
respond to the advanced manufacturing challenges, from the sum of the unique
capabilities of each sector and its companies.
4. Scaling: Promoting collaboration and support formulas that accelerate the
industrialization of the R & D & I results in Advanced Manufacturing.
5. Talent: Supporting education and practical training in technologies and management
systems related to advanced manufacturing from the proximity to production.
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The Advanced Manufacturing Strategy is a priority area of the Basque smart specialization
strategy RIS3.
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2. COMPETENCES 4.0 IN THE FOUNDRY INDUSTRY
Up to now, Industry 4.0 was predominantly considered a technological issue. However,
development also changes the future nature of production work and requires different skills of
the workforce in production. A predictive human resources policy is only possible if we can
identify these competency requirements in a timely manner. The consistent development of
skills by advanced training will be of decisive importance as a component of this human
resources policy.
An important goal for companies is to ensure the stability and reliability of intelligent
production. This depends substantially on the competence of the employees to ensure the
migration steps. Systems must be reliably controlled at all times and redundancy systems must
be maintained.
Today there is a growing concern about whether there will be enough jobs for workers, given
the potential for automation. History would suggest that such fears may be unfounded: over
time, labor markets adjust to changes in demand for workers due to technological disruptions.
If history serves as a guide, we could also expect that 8 to 9 percent of the demand for labor by
2030 would be in new types of occupations that did not exist before. On the other hand, with
sufficient economic growth, innovation and investment, there may be enough new jobs to
offset the impact of automation.
A major challenge will be to ensure that workers have the skills and support they need to make
the transition to new jobs. The volume of future job creation and the impact of automation on
the workforce vary significantly from country to country, depending on three factors:
Salary level: higher salaries reinforce the trend towards the adoption of automation. However,
countries with low wages may also be affected if companies adopt automation to raise quality
or productivity levels.
Demand growth: economic growth is essential for job creation; economies that are stagnant
or growing slowly create few or no new net jobs. Therefore, countries with higher economic
growth and productivity and innovation are expected to experience more demand for labor.
Demography: countries with shrinking labor force may have development difficulties due to
the lack of people to hire.
Future workers will spend more time on activities where machines are less capable, such as
managing people, applying knowledge, and communicating with others. They will spend less
time on predictable physical activity and data collection and processing, where machines
already outperform human performance.
The necessary skills and abilities will also change, requiring more social and emotional skills
and more advanced cognitive abilities, such as logical reasoning and creativity.
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Providing professional retraining and allowing individuals to learn new marketable skills
throughout their lives will be a critical challenge, and for some countries the central challenge.
Middle career retraining will become increasingly important as the combination of skills
needed for a successful career change. Companies can take the lead in some areas, including
on-the-job training and providing opportunities for employees to enhance their skills.
The Fourth Industrial Revolution is interacting with other socioeconomic and demographic
factors to create a perfect storm of changes in the business model across all industries,
resulting in major disruptions in the labor markets. New categories of jobs will arise, in part or
totally shifting others. The skill sets needed in old and new occupations will change in most
industries and will transform how and where people work.
Disruptive changes in business models will have a profound impact on the employment
scenario in the coming years. Many of the key drivers of change currently affecting global
industries are expected to have a significant impact on jobs, ranging from meaningful job
creation to job displacement and higher labor productivity to widening gaps skills. In many
sectors and countries, the most sought after occupations or specialties did not exist 10 or even
5 years ago, and the pace of change must accelerate.
According to a popular estimate, 65% of children entering primary school today will end up
working on completely new types of work that do not yet exist. In such a rapidly evolving
employment scenario, the ability to anticipate and prepare future skill requirements,
occupational content and the aggregate effect on employment is increasingly critical for
companies, governments and individuals, in order to take full advantage of the opportunities
presented by these trends and mitigate undesirable outcomes.
Past waves of technological advancement and demographic shifts have led to increased
prosperity, productivity, and job creation. This does not mean, however, that these transitions
were free from risk or difficulty. Anticipating and preparing for the current transition is
therefore fundamental.
While only a minority of the global workforce of more than three billion people is directly
employed by large and emerging multinational employers, these firms often act as anchors for
smaller enterprises and local entrepreneurial ecosystems. Thus, in addition to their significant
share of jobs, labor-force planning decisions by these firms have the potential to transform
local labor markets through indirect employment and the definition of the pace of changing
skills and occupational requirements.
While the implications of current disruptions to business models for jobs are far-reaching, a
rapid and frightening adjustment to the new reality and its opportunities is possible, provided
there is a joint effort of all stakeholders.
In assessing the future labor market from the perspective of some of the world's largest
employers, we hope to improve the current stock of knowledge around the skills needs,
recruitment patterns, and anticipated occupational requirements. It is critical to encourage
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and improve partnerships between governments, educators, training providers, workers and
employers in order to better manage the transformative impact of the Fourth Industrial
Revolution on employment, skills and education.

2.1. Competences needed
2.1.1 General 4.0 competences
The overall expected decline in Manufacturing and Total Production functions is driven by
labor replacement technologies such as additive manufacturing and 3D printing, as well as the
sustainable use of more resource efficient products, lower demand growth in societies and
threats to global supply chains geopolitical volatility. Some cautious optimism is warranted due
to increased manufacturing demand for advanced materials and comparatively favorable
expectations for robotics, pointing to the latter's potential to improve productivity by
complementing labor rather than replacing it.
On the other hand, resource-efficient 3D production, sustainable production and robotics are
seen as strong drivers of employment growth in Engineering family of projects, in the light of a
continuing and growing need for skilled technicians and specialists to create and manage
automated production systems. This is expected to lead to a transformation of manufacturing
into a highly sophisticated industry where highly skilled engineers are in strong demand to
make the Industrial Internet of Things a reality.
The automation of checkout processes and intelligent inventory management through sensors
and other Internet applications of Things are some of the factors that should lead to a
decrease in demand for traditional functions.
The Mobility industry is anticipating significant growth in the Transportation and Logistics
functions as it plays its traditional role of connecting countries and industries in the wake of
increasing globalization, as well as increasingly serving travelers to the growing middle class in
emerging markets. However, geopolitical volatility and its threat associated with global travel
and supply chains are perceived as the main negative drivers of the sector's employment
prospects. In the automotive manufacturing industry, disruptions like advanced robotics,
standalone transportation, 3D printing and new energy technologies will have some of the
most direct impacts on jobs in any industry.
Other new specialties often mentioned include new types of human resources and
organizational development specialists, engineering specialties such as materials, biochemists,
nanotechnology and robotics, geospatial information system specialists, and commercial and
industrial designers.
The accelerating pace of technological, demographic, and socioeconomic disruptions is
transforming industries and business models, changing the skills that employers need, and
shortening the shelf-life of existing employee skill sets in the process. For example, technology
disruptions such as robotics and machine learning - instead of completely replacing existing
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occupations and job categories - are likely to replace specific tasks previously performed as
part of those jobs, freeing employees to focus on new tasks and leading to rapid change skill
sets in these occupations. Even jobs that are less directly affected by technological change and
have a fairly stable employment outlook - say, marketers or the supply chain targeting a new
demographic in an emerging market - may require very different skill sets in a few years as
ecosystems within which they operate change.
During previous industrial revolutions, it has often taken decades to build the training systems
and labor market institutions needed to develop large-scale skill sets on a large scale. Given
the next pace and scale of rupture brought about by the Fourth Industrial Revolution,
however, this may simply not be an option. For example, current technology trends are
generating an unprecedented rate of change in core curriculum content across many academic
fields, with almost 50% of subject knowledge acquired during the first year of an outdated
four-year technical diploma at the time the students graduate according to a rough estimate.
A focus on the state of the flow of talents to traditional formal qualifications and difficult skills,
therefore risks dramatically underestimating the scale of imminent skill set disturbance if a
large part of the existing knowledge of the subject of the current workforce will be outdated in
just a few years. In addition to hard skills and formal qualifications, employers are often
equally concerned with the practical skills or job-related competencies that current employees
(or new prospective employees) can use to perform various tasks successfully. Focusing on a
core set of 35 skills (table 1) and abilities relevant to the job that are widely used in all industry
sectors, practical skills will also be subject to accelerated changes and significant disruptions in
the immediate future.

Table 1: Set of 35 skills and abilities relevant to the industrial jobs
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There are several reasons for such drastic changes in the skills requirements expected. Given
the rapid increase in computing power, the ability to work with data and make data-based
decisions will become an increasingly vital skill in many jobs as employers struggle to build a
work with solid skills in data analysis and the amount of potentially useful digital information
generated and stored continues to increase exponentially.
Businesses in industry sectors such as Mobility, Energy and Information and Communication
Technology are increasingly confronted with new consumer concerns about issues such as
carbon footprints, working patterns and privacy. From the point of view of skills, they will need
to learn how to anticipate these new values more quickly for the consumer, translate them
into product offerings, and become increasingly informed about the processes involved in
meeting these demands and the impact that this may have in the current employees' skill sets
and work practices.
While most jobs require the use of a wide range of skills, combinations of slightly different skill
sets are sought in different industry sectors.
Overall social skills such as persuasion, emotional intelligence, and other people's teaching will
be in greater demand in industries than restricted technical skills such as programming or
operation and equipment control. Content skills (including ICT literacy and active learning),
cognitive skills (such as creativity and mathematical reasoning), and process skills (such as
active listening and critical thinking) will be a growing part of the skills requirements essential
for many industries.
If skill demand is rapidly evolving at an aggregate level of the industry, the degree of skill
requirements change within individual job families and occupations is even more pronounced.
For example, the growing ubiquity of mobile Internet combined with the age of the Internet of
Things promises to turn the daily routine of many front-line functions into the families of Sales
and Related, Installation and Maintenance, and Production and Production jobs across
industries, requiring a much higher level of technological literacy than in the past. As a feature
helping to increase automation in these fields, employees are expected to have more
responsibilities related to equipment control and maintenance and problem-solving skills, as
well as a broader general understanding of the work processes of their company or
organization.
It can be anticipated that a broad range of occupations will require a higher degree of
cognitive skills - such as creativity, logical reasoning, and problem sensitivity - as part of their
basic skill set. More than half of all jobs must require these cognitive skills as part of their basic
skill set or only to a much lesser extent.
Skill incompatibilities can thus emerge not only between the supply and demand of skills
existing today, but also between the current skill base and the future skills requirements.
Efforts to close the skills gap will need to be increasingly grounded in a solid understanding of
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the skills base of a country or industry today and of changing future skill requirements due to
disruptive change.
For example, efforts to put unemployed young people in work placements in certain categories
of work through targeted skills training can be self-destructive if skill requirements in that
professional category are drastically different in just a few years. In fact, in some cases such
efforts may be more successful if they disregard the current demands of the labor market and
past trends, and instead base their models on future expectations.
The impact of technological, demographic and socio-economic disruptions on business models
will be felt in transformations to the employment landscape and skills requirements, resulting
in substantial challenges for recruiting, training and managing talent. Several industries may
find themselves in a scenario of positive employment demand for hard-to-recruit specialist
occupations with simultaneous skills instability across many existing roles. For example, the
Mobility industries expect employment growth accompanied by a situation where nearly 40%
of the skills required by key jobs in the industry are not yet part of the core skill set of these
functions today.
A strong demand growth is expected in certain cross-functional skills, cognitive abilities and
basic skills such as active learning and ICT literacy. Applying a time lens to the potential for
acquisition of these skills, it seems clear that targeted training in cross-functional skills is within
the remit of an individual company or even a group of companies coming together for synergy
and greater efficiency.
By contrast, cognitive abilities take much longer to develop and touch upon the need for high
quality and inclusive secondary, primary and pre-school education. This is a field in which
government policy will be required and companies can work with governments to clearly
define the need and introduce new delivery models. Finally, basic skills are also traditionally
acquired during formal education and before entering the workforce, but are relatively
straightforward to acquire compared to cognitive abilities. This is a field in which companies
have an opportunity to take a proactive approach to building their talent pipelines by working
much more directly with education providers.
For businesses to capitalize on new opportunities, they will need to put talent development
and future workforce strategy front and center to their growth. Firms can no longer be passive
consumers of ready-made human capital. They require a new mindset to meet their talent
needs and to optimize social outcomes. This entails several major changes in how business
views and manages talent, both immediately and in the longer term. In particular, there are
four areas with short term implications and three that are critical for long term resilience.
Immediate Focus
1. Reinventing the HR Function: as business leaders begin to consider proactive adaptation to
a new talent landscape, they need to manage skills disruption as an urgent concern. They must
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understand that talent is no longer a long-term issue that can be solved with tried and tested
approaches that were successful in the past or by instantly replacing existing workers.
Instead, as the rate of skills change accelerates across both old and new roles in all industries,
proactive and innovative skill-building and talent management is an urgent issue. What this
requires is an HR function that is rapidly becoming more strategic and has a seat at the table
one that employs new kinds of analytical tools to spot talent trends and skills gaps, and
provides insights that can help organizations align their business, innovation and talent
management strategies to maximize available opportunities to capitalize on transformational
trends.
2. Making Use of Data Analytics: businesses will need to build a new approach to workforce
planning and talent management, where better forecasting data and planning metrics will
need to be central. Earlier mapping of emerging job categories, anticipated redundancies and
changing skills requirements in response to the changing environment will allow businesses to
form effective talent repurposing strategies within their company, their own industry and
across industries. HR has the opportunity to add significant strategic value in predicting the
skills that will be needed, and plan for changes in demand and supply.
3. Talent diversity: on the one hand, the benefits of workforce diversity, and on the other
hand, the increasing difficulty of companies finding specialized talent for many key functions, it
is time for a fundamental shift in how diversity of talents can be sought and the need to break
down barriers - whether in gender, age, ethnicity or sexual orientation. Also in this area,
technology and data analysis can become a useful tool for promoting workforce parity, either
by facilitating objective evaluation, comprising out-of-the-way career paths, identifying
unconscious biases in job advertisements and recruitment processes, and encourage systemic
changes in the workplace.
4. Leveraging flexible working arrangements and online talent platforms: as physical and
organizational boundaries are becoming increasingly unclear, organizations are going to have
to become significantly more agile in the way they think about managing people’s work and
about the workforce as a whole. Work is what people do and not where they do it. Businesses
will increasingly connect and collaborate remotely with freelancers and independent
professionals through digital talent platforms. For policymakers, an important set of
regulations concerns the portability of safeguards and benefits between jobs and the
equivalent treatment in law of different forms of labor and employment types.
Longer Term Focus
1. Rethinking education systems: by one rough estimate 65% of children entering primary
schools today will ultimately work in new job types and functions that currently don’t yet exist.
Technological trends such as the Fourth Industrial Revolution will create many new crossfunctional roles for which employees will need both technical and social and analytical skills.
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Most existing education systems at all levels provide highly siloed training and continue a
number of 20th century practices that are hindering progress on today’s talent and labor
market issues. Two such legacy issues burdening formal education systems worldwide are the
dichotomy between Humanities and Sciences and applied and pure training, on the one hand,
and the prestige premium attached to tertiary-certified forms of education - rather than the
actual content of learning - on the other hand. Put bluntly, there is simply no good reason to
indefinitely maintain either of these in today’s world. Businesses should work closely with
governments, education providers and others to imagine what a true 21st century curriculum
might look like.
2. Incentivizing lifelong learning: the decreasing future population share of today’s youth in
many ageing economies implies that simply reforming current education systems to better
equip today’s students to meet future skills requirements - as worthwhile as that task is, is not
going to be enough to remain competitive. Ageing countries won’t just need lifelong learning they will need reskilling of existing workforces throughout their lifecycle. Governments and
businesses have many opportunities to collaborate more to ensure that individuals have the
time, motivation and means to seek retraining opportunities. At the company-level,
technology can be continuously leveraged to upskill and re-skill employees.
It is clear that a broad range of skills is needed for its implementation. They arise along the
entire value chain - both at the operational and support levels, ranging from firm infrastructure
to system design, modeling and management of manufacturing operations to human
interaction skills. In many respects, the convergence of IT, manufacturing, automation
technology, and software requires the development of a fundamentally new approach to
training IT specialists.
Employee roles are expected to change in terms of content, work processes and the work
environment. Work in Industry 4.0 affects flexibility, working time, health, demographics and
privacy. This amounts to a significant transformation in job and skills profiles. There will no
longer be the traditional clear division of labor into manufacturing. There will be new
operational and organizational structures that require more decision-making, coordination,
control and support services - a much more complex environment. There will also be a need to
coordinate between virtual and real machines and plants in production management systems.
However, associated with these changes, there will be tensions, challenges and threats. By
working continuously through a virtual world, there is a sense of loss of one's own experience
through the dematerialization of work processes, which can lead to alienation and a sense of
loss of control that is unhealthy in a workforce. Within the workplace, there may be greater
polarization between highly skilled and administrative / functional employees, and erosion of
barriers between home and work life, with negative effects on physical and mental health.
There is also a threat to the number of employees: less simple manual tasks will be available to
semi-skilled workers, which could lead to socially unacceptable results and prevent the
implementation of the Industry 4.0.
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The economy may become increasingly dependent on new and more flexible forms of work,
such as "clickers" and "cloud workers." These jobs are also not paid and are hardly socially
insured. In the worst case, is predicted a massive reduction in staff. One needs to make sure
that people continue to shape technology and that technology does not come to control
people. The effects of Industry 4.0 on the social security system should also be assessed. It
may also be worth considering from this point of view what will happen if a group of workers
(and part of the industry) is trained and adapted to the skills of Industry 4.0 and skills become
redundant due to changes in the market. The actual educational profile of a typical Industry
4.0 worker probably still needs to be developed.
Traditionally, recruitment tends to be based on the identification of job skills requirements for
which different personality types are more appropriate because people have a natural
predisposition for different types of work. It seems that the skill requirements to work in
Industry 4.0 require more than one - and indeed, multiple skill sets. It is questionable whether
there are many individuals with this mix of characteristics, regardless of whether the entire
body of workers supports an entire industry.
Also, changes in requirements in terms of managerial skills should not be underestimated.
Within the company, someone needs to design the processes in question and manage them
and the team involved. Outside the company, new types of relationships between companies
(suppliers, customers and competitors) that have become virtually integrated - which can
involve unprecedented levels of transparency and openness - need to be created and
managed. Prevalence of these skills in the European workforce according to a recent European
Commission survey, the digital know-how to support the Digital Single Market is scarce.
Commission estimates indicate that, by 2020, Europe may not have about 825 000 of these
specialists. Without them, efficient and rapid digitization, as well as a successful adaptation of
the labor market, can remain an illusion, experts warn. The argument goes, the digital
revolution will affect all economic areas, indicating that EU competencies are urgently needed.
However, the digital skills required for Industry 4.0 are of a much higher character and more
interdisciplinary than those required for basic digital literacy.
Systematizing, we can consider the following competences (table 2) as important in the
success of a strategy for Industry 4.0, but it cannot be expected that a single person possesses
all.
Most of the defined competencies are not new, however the combination of competencies for
Industry 4.0 is new and makes the difference to achieve high levels of performances and
results and emphasizes the importance of employee competencies to successfully get through
the transformation towards Industry 4.0.
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Behavioral competencies
• communication

• literacy and intercultural competency

Social skills
• collaboration compromising
• negotiating
• emotional intelligence
• teamwork
Leading and deciding
competencies
• decision making
• individual responsibility
• leadership
• ethics
• environmental awareness
• ergonomic awareness
• safety awareness

• presentation ability

Organization skills
• project management
• management ability
• customer orientation
• customer relationships
• business networks
• problem solving

• Coordination
• manage complexity
• cognitive abilities
• abstraction ability
• self-management
• planning and work organization

International and interdisciplinary work environment
competencies
• flexibility
• adaptability
• innovation
• creativity
• critical thinking
• change management

• life-long learning
• knowledge management
• focus on business strategy
• entrepreneurship
• legislation knowledge

Technological competences
• expertise in using technology
• IT
• social media
• business process
• change management
• digital security, data and
network

• integration of heterogeneous
technologies

• mobile technologies
• embedded systems and
sensors

• network technology and

M2M communication
• robotics and artificial
intelligence
• modelling and programming
knowledge

• cloud computing and cloud
architectures knowledge
• statistics
• big data and data analysis
and interpretation
• ERP
• automation
• predictive maintenance
• machine learning

Table 2 - Competences 4.0

The same situation is presented if we analyze university lectures and curricula. Their focus
often is on teaching the students’ domain knowledge. The training of further competencies
still often is limited to teamwork situations or presentations to be held. These examples show
that domain knowledge is the focus of today’s economy, while Industry 4.0 will turn around
the work environment.
Therefore, research should focus on analyzing how the competency profile of today’s
employees as well as of students could be adapted for Industry 4.0. This could include the
definition of requirements for curricula and training programs for Industry 4.0.
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2.1.2. Foundry 4.0 competences
Foundry technician
The foundry specialist must know the melting techniques that combine the temperature and
the raw material according to the casting system chosen. Also, the foundry specialist must
have sufficient knowledge to be able to obtain the alloys by combining the different
percentages of the metals. The foundry specialist has to master the laboratory techniques to
know if the product or the alloy obtained is the most suitable. The division between iron and
non-iron smelting means that there is a division between the different smelting specializations
(steel, aluminum, copper, etc...). This profile usually depends on the plant manager or
production manager.
Tasks:
•
•
•
•
•
•
•
•

Intervene in collaboration with the technical office or external company, in the mold
design.
Plan the production process according to the technical specifications of the customers.
Specify the type of raw material that meets customer specifications (alloys, ingot and
scrap combinations, ...).
Control the quality of the raw material, the casting and the cast piece or product.
Follow and control the production process.
Collaborate with the environment and occupational risk prevention responsible.
Plan the maintenance of the facilities.
Propose productive improvements.

Technical competences
The formal training required by the profiles within the foundry sector corresponds to
professional training degrees, generally. The progressive automation of some production
processes that were manual previously, the higher quality requirements and the objective of
increasing the versatility of the workshop workers, have contributed to increase the training
and competency requirements demanded of these profiles. Knowledge in quality
management and maintenance is also valued positively. Also, for workshop personnel it is
advisable to have knowledge about techniques to improve productivity.
Most of the basic occupations of the sector - the most characteristic of their manufacturing
processes- are traditional, due to the productive activities have not evolved substantially in
recent years. Even so, the work and tasks carried out are subject to a strong transformation
process due to the incorporation of new manufacturing technologies, such as the introduction
of computer science or robotics. This fact fosters the growing importance of continuous
training activities to recycle the knowledge of workers in the sector.
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Non-technical competences.
The usual application of techniques for improving productivity and continuous improvement
has progressively increased the importance of the ability to work as a team. The rapid
advances in technologies and management techniques have promoted the relevance of
competencies among these profiles, such as the ability to learn and flexibility to technical and
organizational changes. Specifically, the key non-technical competences are:
1. Planning and organization: He/she programs activities in advance taking into account
the necessary resources; he/she…
• Carries out a planning of the activities establishing deadlines to take better
advantage of the time.
• Establishes deadlines and time objectives in a reasonably demanding manner and
makes an allocation of resources in order to optimize time.
• Organizes information and documentation in an optimal way to guarantee
accessibility and quality.
• Keeps track of the degree of achievement of the programming of the activities.
2. Customer Orientation: He/she maintains a fluid communication and keeps track of the
client; he/she…
• Responds to questions, complaints or problems that the client poses and keeps
him/her informed about the progress of the projects (but he/she does not
investigate the client's underlying problems).
• Maintains a permanent communication with the client to know his/hers needs and
level of satisfaction.
• Offers the client useful information.
• Gives service to the client cordially.
3. Achievement orientation: He/she creates his/her own standards at work; he/she…
• Uses the own systems to measure and track the results with his/her own standards
(not imposed by the company).
• Is able to use new methods or ways to achieve the objectives imposed by the
company.
• Is persevering to achieve the objectives, despite the obstacles.
• Is efficient, by optimizing the resources and the time in the accomplishment of
his/her tasks.
4. Initiative: It is decisive in crisis situations; he/she…
• Acts quickly and decisively in a crisis (when the rule would be to wait, "study the
situation" or see if it gets solved itself).
• Proposes ideas and makes proposals that may have a positive impact on the results.
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• Makes decisions agile and quickly in emergency situations (without waiting for
anyone to tell him/her what to do).
• Solves problems and is resolutive, looking for the necessary resources.
5. Analytical thinking: He/she breaks down problems; he/she…
• Breaks down problems or situations without giving them any concrete assessment.
• Makes a list of issues to be addressed without assigning them any specific order or
priority.
• Dedicates enough time to basically analyze the problems before taking a type of
action.
• Asks the peers or superiors for relevant information.
6. Learning and use of knowledge: He/she maintains and shares knowledge; he/she…
• Is proactive in the search and acquisition of knowledge to keep updated of new
tools, methods, approaches, subjects, technologies, etc., which are specific to
his/her field of work. Ex .: To attend training courses.
• Uses his/her technical knowledge to solve doubts and answer others' questions.
• Has a concern to know what you have to your immediate environment.
• Shows curiosity about the news that may affect the day to day.
• Specifies the available sources of information.
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3. CASE STUDIES
To allow a better understanding of the implementation of Industry 4.0 in foundries, this guide
provides a set of real cases of work already done in several companies around Europe. The
selected case studies will be presented in this chapter:
•

Galda 4.0 Project;

•

Digitalization of the Management and Production System;

•

The Hijos de Zanetti foundry applies Metal One to achieve a 360º vision of its
business;

•

Online real scraps rate;

•

Improving Processes through the Lean Management System – IPLMS;

•

Olimpo;

•

Realidad Aumentada;

•

Measurement of critical dimensions + final inspection of parts by artificial
vision;

•

Continuous monitoring of the quality of the water-glycol hydraulic fluid for a
pressure die casting cell;

•

Automatic level control of the ceramic slurries and sand;

•

Colaborative robotics;

•

Niwe Project;

•

Use of IT at F. PALMIERI;

•

Process improvement through the Management System of the Lean Type –
IPSML

•

Cyber Security Implementation if factory.

The case studies will be presented according to the distribution by the respective module.
These case studies were a contribute to the development of the organizations, and globally we
can say that were a success.
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MODULE 1:
GALDA 4.0 PROJECT (ETORGAI 2015 PROGRAM)
The aim of this study was to get a development of a short series mold manufacturing system
without the need to use models. The project aims to promote an alternative method to the
manufacture of low / medium series pieces for which the lost model is currently used. The
technology of the lost model has as main problems the application of less compaction on it at
the risk of deformation or breakage and the generation of numerous waste during
manufacturing that reduce the quality of the manufactured parts, in addition to the emission
of polluting gases for the environment.
The new technology developed in the GALDA 4.0 project allows the manufacture of the
mouldings and cores by machining sand blocks previously manufactured without defined
shape in the current moulding boxes, thus avoiding the previous manufacture of the model
that would later be lost. This machining is carried out after the definition of a new design
strategy of the feeding systems and the partitions of the moulding. Once the assembly of the
moulding is assembled, the process continues based on the standard manufacturing conditions
of the foundries involved, finishing in a piece with characteristics both of superficial quality
and of internal health comparable with the alternative processes currently existing in the
market. Thanks to this, the manufacturing process of the moulds is reduced in one step,
resulting in a significant improvement of the ripening periods and therefore of the delivery
times. A clean, efficient and quality alternative to current methods.
About the results, it has been possible to manufacture three molds of dimensions close to
1000 x 1000 x 1000 mm and the corresponding cores without the need for permanent or
disposable models. On the other hand, the final quality of the pieces obtained has been
comparable to the pieces manufactured today in the market using more traditional methods.
Also, the companies participating in this project are AMPO (project leader), EUSKATFUND,
GUIVISA, OLAZABAL and HUARTE, Thermal Quality Control Technologies and ZUBIOLA, as well
as the IK4-AZTERLAN and IK4-IDEKO Technology Centers (both belonging to the RVCTI).
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MODULE 2:
Digitalization of the Management and Production System
The aim of this study was to prepare the company for the digitalization and full integration of
the management of complete flow of production and create a system with the capacity to
assure that our foundry its able the assure full traceability of the parts and documentation to
our customers, that our Comercial, Production, Quality system its fully integrate with the ERP
and the accounting, to have information in real time and allow the company to take decision in
abbreviated time.
The company decided to select a Software house that accept our ideas and needs for the daily
jobs, able to share the risks to make a transition for a unique system designed by FAL team, a
made an update of our ERP for a new ERP, with the capacity to consolidate and manage all
data. With the new platform of the new ERP, it was achieved the target that was eliminate
completely the paper in the production plant. All data and information that its needed to
production and works, its available in digital format for each team in the factory, and the
system its available for all areas of the production, quality, engineering.

The Hijos de Zanetti foundry applies Metal One to achieve a 360º vision of its business
The fundamental objective of the company is to achieve total customer satisfaction, for which
the internal safety and environmental regulations are respected. Employees are required to
have a high productive efficiency and quality. The technologies that the company has acquired
in recent years have allowed it to offer professionalism and experience in the construction,
finishing and testing of products.
This foundry employs a software called Metal One, which is an integrated and specialized
module of SAP Business One for foundries. This program allows to carry out a total traceability
of each element that presents a high risk in the production. The use of this software has
allowed the company to have all the data of the productive processes in real time, carrying out
a monitoring of each phase from the projection to the billing. Metal One is a management
software that is integrated into SAP Business One designed especially for the typical processes
of gravity castings and die-casting. It allows managing the entire production flow, from
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prototyping to the qualitative and process technical data of mergers, the active and passive
cycle, production planning, logistics, quality control, administration and control of costs
The implementation of the software has been gradual but its use has been very simple once
the mechanism of operation by the workers is understood.

Online real scraps rate
The aim of the study was to allow real time notion of scrap rates and identification of most
influential defects on parts.
With two simple programs (one for data insertion and one for data analysis), we can have
online and on time the real scrap rates, and that allows to have faster and complete analysis of
the part defects. With the program “SUCATAS” the operator can easily identify the main
information regarding the scrap of a part (Pouring date, time, model, pattern, area of the
defect, and working station where it was identified), and in association with the internal
information regarding poured parts in another program “METODOS” we can analyze the scrap
rate for period of time, pattern plate, check for tendencies, incriminated areas or models, etc.
The results were a faster and more easily perception of scrap evolution. In the future, the idea
is to add process parameters to this program to further improve and expedite the scrap
analysis.

Improving Processes through the Lean Management System – IPLMS
The aim of the study was to design the performance indicators, the monitoring and reporting
methodology; reorganizing the production areas, thus managing to reduce areas for the same
production volume; balancing the working sectors’ load and consequently increasing
efficiency; identifying the overloaded positions and training the staff to enable readiness of the
labour force reserves; reducing defect rates.
Established in 2004, ROM DINAROM S.R.L. manufactures and trades ferrous and non-ferrous
cast products. Currently, after years of experience, ROM DINAROM S.R.L. is acknowledged as
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one of the major cast iron and steel casting companies for the rolling of non-welded steel
pipes, having a well-defined position on the market, acquired through a competitive pricequality ratio. ROM DINAROM has experienced a massive increase in orders, but also overtime
hours in all departments. Process control was difficult, and although new projects were
announced, they could not be engaged because of the lack of enough space and capacities.
The defect rate was maintained at a relatively high level, without any impact on the customers,
though. There was a lack of correlation between the casting and machining capacities of the
semi-finished cast parts.
Consequently, the company's management has taken the decision of implementing a new
management system in order to increase production and upgrade product quality

MODULE 3:
OLIMPO
The aim of this study was to Ensure consistency in obtaining a "perfect" end product, taking
into account standards defined by customer. Sakthi Portugal has internally developed, in 2001,
a platform where all relevant process data, namely processing and pouring temperatures,
chemical compositions, characteristics of the sand, etc. are automatically collected. In the
same platform are also collected all the results of the product control and parameters of
operation of the equipment of the productive process. Currently the application receives
approximately 300,000 daily results corresponding to more than 400 process parameters
covering the entire production process. The purpose of creating this database, called Data-Pro,
lies in the possibility of creating mechanisms to guarantee:
•

Traceability, allowing to know, at any moment, the conditions of production of a
component.

•

Monitoring, allowing to collect the data and systematically compare them with the
defined standards and, in case of deviations, their immediate correction.

•

The training of the users, by the permanent availability of information.

•

Research, by creating a set of data that allows the study of trends.

•

Optimization of the process, reduction of specific consumption and non-quality.

•

Preservation of knowledge within the company.
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The implementation of the Data-Pro database and the use of this data set in a correlated way,
guaranteeing the company to work on a philosophy of continuous improvement, with the
consequent delivery to the customer of a "perfect" product where the goal is zero defects.

Realidad Aumentada
The aim of the study was to save time in a breakdown and to increase safety. Volkswagen
factory in Navarra, has taken several steps towards Industry 4.0. Thus, in November 2015, it
obtained the first place in the second edition of the Volkswagen Innovation Awards with an
application based on Augmented Reality, developed together with the start-up iAR (also from
Navarra). This technology adds value when it comes to "locating information in space". It has
special potential in the maintenance area of factories. Its software can indicate the technician
the exact point where the piece pending of repair is located, with a virtual label. The factory of
Navarra added at the end of 2016 another experience with virtual reality. In September, the
factory incorporated virtual reality glasses to train its staff in the Volkswagen Polo. At the
moment, 250 people have used this technology.
The Augmented Reality, installed on a tablet, allows, through virtual labels included in the
electrical cabinet, to obtain information about the infrastructure, save time in a breakdown
(because it prevents the worker from having to consult the technical information) and increase
safety (accuracy of the signals). The tool allows you to identify the preventive maintenance
operations at a glance, have all the information in the workplace or access the technical data
with the team. The system also allows to visualize data in real time of the identified equipment
through communication with existing control systems. The identification of the equipments is
done through personalized labels, QR codes, the equipment's own silhouettes or geolocation.
With virtual reality glasses, workers can see the outside part of the car, open and close its
doors and access inside. Inside the car, they can simulate that they start the engine and the
radio, and according to the position they are adopting, they have the possibility of pleasing
specific spaces, for example, the interior of the body.
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MODULE 4:
Measurement of critical dimensions + final inspection of parts by artificial vision
The aim of this study was to Supply 'zero' defects assuring dimensions for Automotive.
Development and implementation of a second autonomous cell version of final inspection of
parts of high responsibility through an artificial vision system, with measurement of critical
dimensions, which ensure the correct grip of the parts by a similar automatic system that feeds
the lines of automatic machining of the client. There’s no results yet, because the cell is
currently in operation.

Continuous monitoring of the water-glycol hydraulic fluid for a pressure die casting cell
The purpose of this study is to install sensors to measure continually the water-glycol hydraulic
fluid quality. The die casting equipment has an oil tank capacity of 1.000 and 1.500 liters of
water-glycol hydraulic fluid. The poor quality of this fluid can cause wear on the valves and the
pump, therefore an equipment stoppage. What to measure continually during production: Quantity of dust particle - Viscosity - Fluid quantity (due to evaporation during work) In case of
detection of values out of tolerance: - On line bypass of the fluid to an automatic filtration
system to guaranty the oil cleanness of dust particles - Automatic tuning of the viscosity and
quantity of water of the hydraulic fluid. The main results observed were:
•

Increase of the life of the water -glycol fluid

•

Increase of life of valves and pump of the cell

•

Automatic tuning without cell stoppage

•

Increase of the OEE cell

Automatic level control of the ceramic slurries and sand
The objective of this study was to eliminate broken ceramic shells due to insufficient ceramic
coating in the cup region of the shell, thought the development of an automatic system to
control the level of the slurry in the tank, and sand in the rainfall sander, in order to have
always the same shell height of dipping in to the slurry and to assure the same quantity of sand
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over the shell. In order to get that, Level in to the fluidized bed / rainfall sander was controlled
(the level of the sand is detected by proximity sensors). If the fluidized bed is outside the
specified limits, the robot does not run and it runs an alarm to refill the sand reservoir.
This system was now implemented in only one ceramic line to evaluate the impact of such
upgrade. It was observed a tendency of reduction in the broken shells. The next step will be
the implementation of a similar system in the second ceramic line.

Colaborative robotics
The aim of this study is to automate manufacturing processes so that the robot works together
with the employee. To achieve this goal, the industrial group from Cadiz specialized in
composite materials, has entered fully into collaborative robotics. The industries in which they
work, such as aerospace and automotive, are highly technological, but maintain connotations
of craftsmanship.
The idea of collaborative robotics project of Carbures is that machines take care of "tedious
and heavy" processes for people, such as product verification. To facilitate the work, the
company has opted for employees to be able to program the machines with total simplicity. To
such an extent that the worker will only have to move the robotic arm to show him what
movement he should do. "It's very simple, although it has a lot of complexity behind it," says
Moreno. The observed results were the increase of competitiveness, while maintaining
employment in the factories.

MODULE 5:
NIWE PROJECT
The main objective of NIWE project is to demonstrate a new production process that is able to
decrease the embodied energy of the foundry products by over 25%, reducing drastically its
carbon footprint. The demonstration was performed in the aluminium, iron and steel sectors.
The expected energy efficiency gains are due to a new furnace that, by means of a power
transmission system based on induction, will allow a highly flexible production. This increase
on the production flexibility attends to the current variability of the foundry products demand.
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The current crisis has introduced a high variability in the demand, which can be measured in
terms of quantity and diversity of the claimed products. Consequently, the cost efficiency of
the process has suffered a high decrease.
NIWE tackles actual and current problems by providing a new furnace that will take the power
by an inductive coupling. This will provide a very quick power transmission from the grid to the
furnace. This power will be supplied to the heating system, which, depending on the foundry
material could consist on resistances or induction heating.
The main results of this study were:
•

Recommendations for new processes and equipment.

•

New integral design of processes, materials and equipment for aluminium, Steel and
iron demonstrators through simulation.

•

New detailed concept and methodology for manufacturing processes in the
metallurgical industry.

•

Three furnaces prototypes to be tested including NIWE concept.

•

Operation guides for the new processes and equipment.

•

Definition of new production models.

Use of IT at F. PALMIERI
Fonderie Palmieri S.p.A has been operating in the cast iron sector for 40 years at a national and
European level. Thanks to the commitment in the field of research and development, the
company can create jets suited to the most advanced needs of customers in a wide range of
materials.
The company has set itself the goal of achieving its quality objectives in relation to people,
media, methods, materials and environments. It also aims to have a great flexibility of
production and constantly works on the organization of resources, dynamism and optimization
of services offered to continuously face the market changes and ensure supply, as well as an
office and planning service. In the technological field, the company makes constant research
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efforts, repeatedly studying the procedures to be performed and using the latest technologies
on the market to obtain the best results in terms of quality and production times.
The company has extensive experience in 3D design thanks to the use of CAD systems, using
IGES or STEP for this. For the programming of the equipment, the base is always the file sent
by the client, then it uses the CAD / CAM tools for its production. The simulation systems are
used to visualize the fusion process, which allows analysing parameters such as filling, feeding,
solidification and cooling. Therefore, these data are the basis for the analysis of modes and
effects (FMEA) in case of error and for the definition of the control plan of each object.
The company's laboratories are used and made available to the customer to control all stages
of the production process. There is the possibility of performing a chemical analysis with an
optical emission spectrometer, dimensional control by means of a measurement arm both
with a probe and with a three-dimensional scan (comparison with models), micrography with
an Olympus microscope and analysis of the mechanical characteristics (traction, compression).
The controls are carried out in the samples and batches delivered, using generic tools or tests
carried out with specialized tools and equipment. The available controls are: ultrasound,
penetration tests, visual exams and feasibility tests.
Thanks to the CAD tools, cooperation between the company and the customer is facilitated.
Simulation systems allow an accurate analysis and improve the liability of the production
processes and finished products. Moreover, they optimize the lead time and time to market.
Product and environmental quality certifies have been obtained.

Process Improvement through the Management System of the Lean Type - IPSML
The main objectives of this study were:

•

diversifying the production with new products, even if the request is for small
manufacturing series, increasing the customer portfolio by attracting new customers;

•

reducing the preparation and implementing times for manufacturing the new
products;

•

reducing duration of pattern design;
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•

optimization and efficiency of casting technologies by increasing the models’ change
speed according to the corrections resulting from the trial castings;

•

diminishing the percentage of defective products.

The project consisted in the reorganization of manufacturing preparation: developing the
documents, forming the models, technology approval etc.
The marketing analysis showed that the company has two categories of customers:
1. Traditional customers who have ordered pieces of the same type for many years, in which
the production process is mature, manufacturing preparation is verified and homologated and
the customers are satisfied with the products delivered.
2. Customers requesting new products for which new manufacturing preparation is required.
In this category there are two types of clients:
• those who design drawings for the requested products
• those who do not have drawings for the required parts, especially those who need spare
parts to have certain machines and equipment repaired so that we have to draw a model after
that piece.
Based on the analysis aimed at meeting customer satisfaction in a relatively short time, we
needed to find a way to shorten the manufacturing preparation time. Therefore, we purchased
a 3D Scanner and a 3D Printer.
The main results were:
•

Upgrading the technological design department by integrating the documentation
processing into the CAD system;

•

Reducing the assimilation manufacturing time by reducing the manufacturing
preparation time by over 80%, especially by reducing the pattern timing.

•

Improving the quality of products by simplifying the casting technology correction
procedures.

•

Reducing losses, increasing productivity and ensuring consistent product quality.

•

Increasing flexibility in fast assimilation of new products to attract new customers.
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•

Diversifying the range of products by over 40%.

MODULE 6:
Cyber Security Implementation if factory
The mains objectives of this study were:
•

Increase employee awareness about cyber security risks

•

Internal audit to identify the security risks in internal procedures and data flows. An indepth understanding of the business

•

systems that are most at risk

•

Penetration testing to Identify Cyber-Security Risks in the information systems

•

Strategize and develop a cyber risk mitigation strategy.

Negligent employees are no cause of cybersecurity breaches in companies. Careless workers
and poor passwords, followed by poor company password policies, have led to a rise in
ransomware attacks and other breaches. For this reason, we started a training program with
managers and team leader to increase the awareness about cyber security risk. The main
results of this study were the development of a set of protocols, policies and
recommendations regarding cyber security that help the company to mitigate the cyber
security risk.

PBL TRAINING FOR MANAGERS TO FACE THE FOUNDRY 4.0 CHALLENGES (INNORESOLVE). 2017-1-ES01-KA202-037932

56

ERASMUS + PROGRAMME

4. BIBLIOGRAPHY
Tangible Industry 4.0: a scenario-based approach to learning for the future of production, Selim
Erola, Andreas Jägera, Philipp Holda, Karl Otta, Wilfried Sihna (2016)
Industry 4.0: are you ready?, Deloitte Review (2018)
Industry 4.0 at McKinsey’s model factories, McKinsey (2016)
Industry 4.0: Building the digital enterprise, PWC (2016)
Europe’s Future: Reflections of the RISE Group; European Commission, 2017
Foundry Industry 2020: Trends and Challenges. IKB Deutsche Industriebank AG (2015)
Industria metalmecánica. Informe sectorial. Cofinanciado por la Unión Europa (2014)
La transformación digital de la industria española. Informe preliminar. Ministerio de Industria,
Energía y Turismo (2014)
http://www.spri.eus/es/basque-industry/
http://www.industriaconectada40.gob.es/Paginas/index.aspx
Industria 4.0 Italy’s National Plan For Industry:
http://www.sviluppoeconomico.gov.it/images/stories/documenti/INDUSTRIA-40NATIONAL%20PLAN_EN-def.pdf
Italy’s National Plan Impresa 4.0 – results from 2017 – actions for 2018:
http://www.sviluppoeconomico.gov.it/images/stories/documenti/impresa_40_risultati_2017_
azioni%202018_rev_eng.pdf
Italy: “Industria 4.0”: https://ec.europa.eu/growth/toolsdatabases/dem/monitor/content/italy-%E2%80%9Cindustria-40%E2%80%9D
http://www.foundry-attr.ro/
http://webbut.unitbv.ro/teze/rezumate/2011/rom/RasinaMarianaCristina.pdf
www.thewfo.ro

PBL TRAINING FOR MANAGERS TO FACE THE FOUNDRY 4.0 CHALLENGES (INNORESOLVE). 2017-1-ES01-KA202-037932

57

5. Annexes I – Cases studies

FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

SPAIN

AFV

GUIVISA/AMPO/OLAZABAL Y HUARTE

Case Study Title:

Number of workers

Sector
FOUNDRY

GALDA 4.0 PROJECT (ETORGAI 2015 PROGRAM)

Contact person in the company:
Objectives:

The GALDA 4.0 project seeks to move towards a new paradigm of advanced manufacturing for the manufacture of sand molds that
are used in the casting of metal parts. Development of a short series mold manufacturing system without the need to use models

Description: The development of this project aims to promote an alternative method to the manufacture of low / medium series pieces for

which the lost model is currently used. The technology of the lost model has as main problems the application of less compaction
on it at the risk of deformation or breakage and the generation of numerous waste during manufacturing that reduce the quality of
the manufactured parts, in addition to the emission of polluting gases for the environment.
With the aim of moving towards a manufacturing process that dispenses with the use of intermediate models of wood and
polystyrene, those responsible for the GALDA 4.0 project face the challenge of developing a chain of technologies that will allow
introducing the concepts of manufacturing 4.0 into the metal casting industry of non-serial parts.
The new technology developed in the GALDA 4.0 project allows the manufacture of the molds and cores by machining sand blocks
previously manufactured without defined shape in the current mold boxes, thus avoiding the previous manufacture of the model
that would later be lost. This machining is carried out after the definition of a new design strategy of the feeding systems and the
partitions of the mold. Once the assembly of the mold is assembled, the process continues based on the standard manufacturing
conditions of the foundries involved, finishing in a piece with characteristics both of superficial quality and of internal health
comparable with the alternative processes currently existing in the market. Thanks to this, the manufacturing process of the molds
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is reduced in one step, resulting in a significant improvement of
the ripening periods and therefore of the delivery times. A clean,
efficient and quality alternative to current methods.
The development of this solution will be executed through the use
of a robot, which uses CNC programs and special tools for the
machining of sands, highly abrasive materials. The robot will be
responsible for machining such mold in a block of compacted sand.
The companies participating in this project are AMPO (project
leader), EUSKATFUND, GUIVISA, OLAZABAL and HUARTE, Thermal
Quality Control Technologies and ZUBIOLA, as well as the IK4AZTERLAN and IK4-IDEKO Technology Centers (both belonging to
the RVCTI).
Main results: This project pursues different results among which is the reduction of the time dedicated to the process, the saving in economic
costs and the decrease in the consumption of materials. In addition, it also seeks to minimize the emission of waste and produce
pieces of superior quality. Another advantage derived from this project is the possibility of including a verification of the previous
mold to reduce the risk of defective castings.
It has been possible to manufacture three molds of dimensions close to 1000 * 1000 * 1000 mm and the corresponding cores
without the need for permanent or disposable models. On the other hand, the final quality of the pieces obtained has been
comparable to the pieces manufactured today in the market using more traditional methods.
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

Italy

Università Telematica
Internazionale
UNINETTUNO

Fonderia Fratelli Zanetti

Case Study Title:

Number of workers
23

Sector
Various sectors (automotive,
civil, industrial, marine)

Fratelli Zanetti foundry applies Metal One to achieve a 360º vision of its business.

Contact person in the company:
Founded in 1961, Fratelli Zanetti produces die-cast brass parts in different brass alloys, following the drawings provided by the
customer (OEMs). It is highly specialized in high-tech products, especially in the motorcycle sector, producing components for
prestigious costumers such as Ducati Motor Holding and MV Augusta.
Producing high risk parts, such as components for racing motorbikes, the
foundry has strict quality standards. It regularly carries out rigid quality
controls at each stage of the production process, from material supply until
Objectives: delivery to customers. Since 2010 the foundry has achieved the ISO 9001
certification.
The main objective of the company is to achieve total customer satisfaction.
This is possible also thanks to fulfilling the internal safety and environmental
regulations. Employees are required to have a high productive efficiency and
quality. The technologies that the company has adopted in the recent years
allow to offer professionalism and experience in the construction, completing and testing phases of the products.
Description: Fonderia Fratelli Zanetti works at a national level, producing a wide variety of products required in different industries such as
automotive, construction and naval.
It is specialized in the production of fusion and die casting of all iminium alloy products.
The customers are supported during all the phases of the production, from the design of the models to the final quality test of the
product. The cooperation with the customer is consolidated is realized through the joined definition of the technical requirements
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and the co-design.
The foundry has adopted SAP Business One as software for the management of the production. This software allows to carry out a
total traceability of each high risk component. It allows managing the entire production flow, from prototyping to the qualitative
and process technical data of mergers, the active and passive cycle, production planning, logistics, quality control, administration
and costs control. The datasets allow the monitoring of each phase from the design to the billing.
Additionally, SAP Business One includes the specialized module Metal One for foundries, especially designed for the typical
processes of gravity castings and die-casting. The implementation of the software has been gradual but its use has become very
simple once the mechanism of operation has been understood by the workers.
Main results: The tool Metal One has allowed the Fratelli Zanetti foundry to obtain the maximum control of the production processes. This
implies a complete traceability of the processes with higher risk. Thanks to Metal One they have obtained a complete and
continuously updated vision of the projects they carry out, being able to monitor all the phases in real time. In addition, this
program allows them to guarantee safety and precision.
In this way, each time a product is processed, it is possible to know where it has been produced, which aluminum alloy has been
used, which thermal treatment has been applied, what cycle the piece has followed, if there have been recoveries in its production,
etc.
The possibility of performing a continuous monitoring of the production phases has lead to achieve high quality levels and full
customer satisfaction.
SAP Business One allows the foundry to meet the requirements of quality control, safety and accuracy, sustaining the technological
innovation, and so the company competitiveness and growth.

For more information:

https://www.fratellizanetti.com/
https://youtu.be/wdwwAMUeyFw
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INDUSTRY 4.0 CASE STUDY
Country

Partner

Company

Portugal

APF

Funfrap, S.A.

Case Study Title:
Contact person in the company:
Objectives:
Description:

Number of workers

Sector
Foundry

Online real scrap rates
Sónia Almeida

Allow real time notion of scrap rates and identification of most influential defects on parts.
With two simple programs (one for data insertion and one for data
analysis), we can have online and on time the real scrap rates, and
that allows to have faster and complete analysis of the part defects.
With the program “SUCATAS” the operator can easily identify the
main information regarding the scrap of a part (Pouring date, time,
model, pattern, area of the defect, and working station where it was
identified), and in association with the internal information regarding
poured parts in another program “METODOS” we can analyze the
scrap rate for period of time, pattern plate, check for tendencies,
incriminated areas or models, etc.
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Those two programs allow an improvement in the quality and the reliability of information. The participants in the daily quality
meeting had more information available , the corrective
actions were defined based in this information, the
technical problems had faster resolution, as a result the
plant efficiency improved and increased the production
output.
Another important aspect was the elimination of the paper
registration, this allowed to decrease the wasted time with
registration and to eliminate of the information failures.
There was standardization of the operations to all products
and product lines. Nowadays the workers have access to all
the information at the same time and with less failures
because decrease the human error. The production process
became easier and it has been noticed for the operators.

Main results: Faster and more easily perception of scrap evolution. In the future, the idea is to add process parameters to this program to further
improve and expedite the scrap analysis.
1. Speed of information gathering
2. Failure of Information
3. Standardization of Regression to All Operators, Product and Product Lines
4. Elimination of paper registration
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

România

CCI

SC ROMDINAROM SRL Zalău

Number of workers
80

Sector

Case Study Title: Improving Processes through the Lean Management System - IPLMS
(Titlul studiului de caz)
Contact person in the company: Eng. Florin BUCUR
(persoana de contact din firmă)
Designing the performance indicators, the monitoring and reporting methodology; reorganizing the production areas, thus
managing to reduce areas for the same production volume; balancing the working sectors’ load and consequently increasing
Objectives:
efficiency; identifying the overloaded positions and training the staff to enable readiness of the labor force reserves; reducing
defect rates.
Description: Established in 2004, ROM DINAROM S.R.L. is a privately owned company based in Zalău, Sălaj County (in the north-west of
(Descriere) Romania), which manufactures and trades ferrous and non-ferrous cast products. Currently, after years of experience, ROM
DINAROM S.R.L. is acknowledged as one of the major cast iron and steel casting companies for the rolling of non-welded steel
pipes, having a well-defined position on the market, acquired through a competitive price-quality ratio. ROM DINAROM has
experienced a massive increase in orders, but also overtime hours in all departments. Process control was difficult, and although
new projects were announced, they could not be engaged because of the lack of enough space and capacities. The defect rate was
maintained at a relatively high level, without any impact on the customers, though. There was a lack of correlation between the
casting and machining capacities of the semi-finished cast parts.
Consequently, the company's management has taken the decision of implementing a new management system in order to increase
production and upgrade product quality.
Implementation of Lean Program
• The company appealed to a team of specialists from the Cluj-Napoca Technical University aiming to identify and implement
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•
•
•

•
•

•

Main results:
(Principalele rezultate)

•
•
•
•
•
•
•
•

an efficient management program;
Following the assessment of the current situation and further talks related to the issue, the management decided to
implement a staged program, over a 6-7-month period, adapted to the context.
The program was developed in 6 training modules which included the main elements of the Lean concept with examples on
its application to the production of ROM DINAROM castings.
The training component was achieved in attending by two of the company’s specialists, of the postgraduate course entitled
"Sustainable Manufacturing of Cast Parts" organized by the Faculty of Materials and Environment Engineering of the Cluj
Technical University in partnership with Moldovan Cast Producers Association in Romania, and the two training seminars
conducted by the managerial team and the production managers.
The analysis has identified several issues to generate deficiencies in the progress of the manufacturing process;
These disfunctions were solved by equipping each production subunit with computer units connected to a server, which
created a unique database to provide real-time data from all key points in the manufacturing process; the batch/casting
base, the alloying sector, the training sector, the quality control of the semi-castings, the thermal treatments, the
machining sector etc.
Upgrading the Chemical Compliance Analysis Laboratory through the acquisition of a new chromatograph for the rapid
determination of the alloy chemical composition;
Changing the refractory induction stove supplier for induction furnaces has been changed.
Re-organizing the molding area by purchasing two ground-driven pivoting cranes;
Installing a video tracking system for the main activity areas.
Introducing the database management system (SGBD) enabled improvement of measuring performance indicators and the
monitoring and reporting procedures;
Re-organizing the training area has resulted in a decrease by more than 25% of the area required for the same production
volume;
Balancing the sector workloads and correlating the manufacturing flows in the three main sectors (semi-finished casting,
primary heat treatment and machining), has brought about increased efficiency;
Identifying the critical, overloaded working places and training of the staff to enable readiness of the staff reserves;
Due to the spectral chromatographic for chemical composition analysis, chemical analysis of the materials can be
performed in real time: from the metal load, of the batch during the production process, but also at the end of the molded
parts, resulted a reduction of the defect rate by more than 50 %
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INDUSTRY 4.0
CASE STUDY
Country

Partner

Company

Number of workers

Sector

Portugal

CINFU

Sakthi Portugal

545

Nodular Iron Casting Automotive

Case Study Title: OLIMPO
Contact person in the company: Jorge Fesch
Objectives: Ensure consistency in obtaining a "perfect" end product, taking into account standards defined by customer.
Description:

Sakthi Portugal has internally developed since 2001 a platform where all relevant process data, namely processing and pouring
temperatures, chemical compositions, characteristics of the sand, etc. are automatically collected.
In the same platform are also collected all the results of the product control and parameters of operation of the equipment of the
productive process. Currently the application receives approximately 300,000 daily results corresponding to more than 400 process
parameters covering the entire production process.
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On the same platform all the support documentation as well as all necessary instructions to carry out all control operations are
available to the users:
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The purpose of creating this database, called Data-Pro, lies in the possibility of creating mechanisms to guarantee:
• Traceability, allowing to know, at any moment, the conditions of production of a component.
• Monitoring, allowing to collect the data and systematically compare them with the defined standards and, in case of
deviations, their immediate correction.
• The training of the users, by the permanent availability of information.
• Research, by creating a set of data that allows the study of trends.
• Optimization of the process, reduction of specific consumption and non-quality.
• Preservation of knowledge within the company.

Along with the data generated as outputs of the process, the platform also included the standards that must be fulfilled, in order to
allow the creation of alarms in case of non-compliance of a certain parameter of the process regarding the specifications.
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The availability of this huge data set, allowed the company to realize that by associating this data with an artificial intelligence
application, it could create knowledge and place it at the service of daily decisions for continuous improvement.
As a result, OLIMPO was created, based on the existent database as well as in algorithms created to correlate data, obtained after
processing millions of data, allows not only all types of data processing, but also predict what results will be obtained in the
products before they are even produced.
Therefore from information of any value out of specification, OLIMPO will list possibilities of process correction to help the decision
of the operator, allowing him to keep the standards of the quality required for the parts to be produced.
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It is therefore an advanced predictive metallurgical analysis tool that, based on the data collected at the operations level, predicts
the risk and provides the correction for the problem before it even occurs.
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The data collected by DataPro has been extended to manufacturing operations where each of the thousands of moldings produced
and cast daily is evaluated and validated individually and, in case of a defect, automatically segregated.

Main results:

The implementation of the Data-Pro database and the use of this data set in a correlated way, within the framework of Olimpo,
guarantee the company to work on a philosophy of continuous improvement, with the consequent delivery to the customer of a
"perfect" product where the goal is zero defects.
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

Spain

FFE

Volkswagen

Case Study Title:
Contact person in the company:
Objectives:

Number of workers

Sector
Automotive

Realidad Aumentada
Gonzalo Medrano, Training responsible in Volkswagen Academy
To save time in a breakdown and to increase safety.

Description: Volkswagen factory in Navarra, has taken several steps towards Industry 4.0. Thus, in November 2015, it obtained the
first place in the second edition of the Volkswagen Innovation Awards with an application based on Augmented Reality,
developed together with the startup iAR (also from Navarra). This technology adds value when it comes to "locating
information in space". It has special potential in the maintenance area of factories. Its software can indicate the
technician the exact point where the piece pending of repair is located, with a virtual label.
The factory of Navarra added at the end of 2016 another experience with virtual reality. In September, the factory
incorporated virtual reality glasses to train its staff in the Volkswagen Polo. At the moment, 250 people have used this
technology.
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Main results: The Augmented Reality, installed on a tablet, allows, through virtual labels included in the electrical cabinet, to obtain
information about the infrastructure, save time in a breakdown (because it prevents the worker from having to consult
the technical information) and increase safety (accuracy of the signals).
The tool allows you to identify the preventive maintenance operations at a glance, have all the information in the
workplace or access the technical data with the team. The system also allows to visualize data in real time of the
identified equipment through communication with existing control systems. The identification of the equipments is
done through personalized labels, QR codes, the equipment's own silhouettes or geolocation.
With virtual reality glasses, workers can see the outside part of the car, open and close its doors and access inside. Inside
the car, they can simulate that they start the engine and the radio, and according to the position they are adopting, they
have the possibility of pleasing specific spaces, for example, the interior of the body.
For more information:
https://www.volkswagenag.com/en/group/research/virtual-technologies.html
https://www.youtube.com/watch?v=UvmiS9mbKuw
https://www.youtube.com/watch?v=s-UBUW7d5bU
https://www.automotivetestingtechnologyinternational.com/features/augmented-reality-enhances-vwdevelopment.html
https://www.ptc.com/en/product-lifecycle-report/volkswagen-best-practices-in-augmented-reality
http://nsynk.de/projects/volkswagen-augmentedreality-shows
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

SPAIN

AFV

BETSAIDE SAL

Case Study Title:

Number of workers

Sector
IRON FOUNDRY

Measurement of critical dimensions + final inspection of parts by artificial vision

Contact person in the company:
Objectives:

Supply 'zero' defects in Foundry for Automotive sector

Description: The main objective of this implementation is to supply the final product to the clients with zero defects. This goal could be normal
and the aim of every foundry, but the innovative part is that the company makes no defects (“zero defects”) in its products what
leads to save money and time.

To achieve this goal, the company has developed and implemented an inspection cell that checks the dimensions of the piece,
verifies that are correct and that the finished surface is the desired. Additionally, this new model separates the bad parts from the
good ones.
They have developed a second autonomous cell version of final inspection of parts of high responsibility through an artificial vision
system, with measurement of critical dimensions, which ensure the correct grip of the parts by a similar automatic system that
feeds the lines of automatic machining of the client.
Development and implementation of a third autonomous cell version of final inspection of automotive parts through an artificial
vision system, with control and measurement of critical dimensions, which ensure, in addition to '0 defects' also '0 incidents' in the
Automatic customer's machining system.
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They equipment has 3 artificial vision cameras, two 3Ds working in overlap and an additional 2D working independently of the
other two. The cell has been working with conventional control algorithms to date, but in this third version, two objectives will be
met:
- Increase of the inspection capacity of the equipment from 160 to
400 pieces / h (implemented).
- Implementation of Artificial Intelligence algorithms (in progress).
Thanks to this autonomous cell, the parts are controlled during all
the process and it is easier to know where the company is missing
and how to fix the problems of the process. This it is translated into
less time of production, to better process, less non-acceptance
parts, more satisfied customers and so profit for the company.
In the following video you are able to find the technology developed (Robotic cell of dimensional and superficial control) by Maser,
Tecnalia and the Iron foundry Betsaide:
https://www.youtube.com/watch?v=1ckem4E-_BE

Main results: Two cells currently in operation, thanks to which they are able to detect faults faster and can find solutions easier because they
know when the process has failed.
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INDUSTRY 4.0
CASE STUDY
Country

Partner

Company

Number of workers

Sector

Portugal

CINFU

Schmidt Light Metal, Lda

360

Aluminum HPDC
Automotive

Case Study Title:

Continuous monitoring of the quality of the water-glycol hydraulic fluid for a pressure die casting cell

Contact person in the company: Joaquim Mendes
Objectives:
Description:

The purpose is to install sensors to measure continually the water-glycol hydraulic fluid quality.
The die casting equipment has an oil tank capacity of 1.000 and 1.500 liters of water-glycol hydraulic fluid.
The poor quality of this fluid can cause wear on the valves and the pump, therefore an equipment stoppage.
What to measure continually during production:
- Quantity of dust particle
- Viscosity
- Fluid quantity (due to evaporation during work)
In case of detection of values out of tolerance:
- On line bypass of the fluid to an automatic filtration system to guaranty the oil cleanness of dust particles
- Automatic tuning of the viscosity and quantity of water of the hydraulic fluid.

Main results:

- Increase of the life of the water-glycol fluid
- Increase of life of valves and pump of the cell
- Automatic tuning without cell stoppage
- Increase of the OEE cell
-
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

Spain

FFE

Carbures

Case Study Title:
Contact person in the company:
Objectives:

Number of workers

Sector
Automotive

Colaborative robotics
Javier Moreno, general manger of Aerospace & Defense of Carbures

To automate manufacturing processes so that the robot works together with the employee.

Description: Carbures Machinery, integrated in Carbures Mobility, has reached a milestone in its line of business through the
development and commercialization of its own technology, a division of Carbures that has created its own application of
integration in the production chain of a collaborative robot, which optimizes the production of cars. To achieve this goal,
the Cadiz industrial group specializing in composite materials has entered fully into collaborative robotics. The industries
in which they work, such as aerospace and automotive, are "highly technological, but maintain connotations of
craftsmanship”.
The idea of collaborative robotics project of Carbures is that machines take care of "tedious and heavy" processes for
people, such as product verification. To facilitate the work, the company has opted for employees to be able to
program the machines with total simplicity. To such an extent that the worker will only have to move the robotic arm
to show him what movement he should do. "It's very simple, although it has a lot of complexity behind it," says Moreno.
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around 3 million Euros a year in a short period of time.

These robots can work safely and
simultaneously in the same work place
with the operator, which is an advance in
process engineering and machine safety
technologies. This system allows that while
the operator is executing operations, the
robot is helping him/her in others where
the execution entails more precision or
fatigue. The result is that its integration in
the process reduces the cycle time of the
production lines and improves its
ergonomics. According to the company,
the integration of this type of robots
among the products offered by its Mobility
division can represent a turnover of

They point out that robot automation allows them to reduce the cost compared to a traditional automation and increase
the flexibility of the manufacturing means.
They ensure that they are focused on the automation of repetitive processes, whose cadence makes their automation
viable, and on processes that from the point of view of workers' health and safety can be improved, reducing
musculoskeletal disorders that lead to common disease or reducing access to confined spaces. Avoid injuries.
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Therefore part of its staff is already
adapted to the use of very diverse
automated production means, such as
integration and assembly systems,
automatic drilling, riveting systems,
equipment for configuring the functional
tests of the airplane, the manufacture of
electric mallets or manipulation of large
structures, among others.
Regarding future plans to deepen and
broaden the robotization process, those
responsible indicate that "they are not
only plans for the future, but present
plans". "The automation of processes
through robots has already begun in our industry. The introduction of collaborative robots and the use of measuring
auxiliary technologies to control the positioning of robots will allow us to accelerate robotization in our plants. "
The development of applications with collaborative robots is the result of a Carbures R + D + i project started in 2016.
The international company, based in El Puerto de Santa María, has signed an agreement with Prefered Integrator, one of
the main brands of robots globally, by which they will have access to the Development Center. All the Security Risk
Assessment necessary for the CE certification of the applications has also been developed.
Currently, the division of Carbures Machinery is developing future applications with vision guidance, insertion force
control, collaborative-automatic mixed solutions, as an extension of the R + D + i project. In addition, the firm has a
demonstration area to carry out feasibility studies of future applications. The perspectives are still very good, since
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different Tier 1 customers (first level manufacturers) already have signed contracts to acquire new applications and
other applications for new clients are being negotiated.
Main results: They are more competitive, while maintaining employment in their factories.
For more information:
http://enblog.carbures.com/index.php/item/499-carbures-presents-its-collaborative-robots-at-the-ikn-event-aboutindustry-4-0
https://www.youtube.com/channel/UCc-4c0dZ0iYE34hOJmAS6Dw
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

SPAIN

AFV

CIRCE

Case Study Title:

Number of workers

Sector
RESEARCH

NIWE PROJECT

Contact person in the company:
NIWE project will demonstrate a new production process able to decrease the embodied energy of the foundry products by over
25%, reducing drastically its carbon footprint. The demonstration will be performed in the aluminium, iron and steel sectors.
Description: The expected energy efficiency gains are due to a new furnace that, by means of a power transmission system based on induction,
will allow a highly flexible production. This increase on the production flexibility attends to the current variability of the foundry
products demand.
The current crisis has introduced a high variability in the demand, which can be measured in terms of quantity and diversity of the
claimed products. The manufacturers are now forced:

Objectives:

•
•
•

To start and stop many times their production chains
Change the moulds and, the most important in energy penalty terms,
To reheat many times big quantities of raw materials.

Consequently, the cost efficiency of the process has suffered a high decrease.
NIWE tackles these actual and current problems by providing a new furnace that will take the power by an inductive coupling. This
will provide a very quick power transmission from the grid to the furnace. This power will be supplied to the heating system,
which, depending on the foundry material could consist on resistances or induction heating.
The rapidity of the power transmission system, as well as the wireless operation, will allow the use of smaller and more flexible
furnaces. This way, the reserve of melted material for feeding the moulds will be smaller, and therefore the required energy to
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maintain it melted.

Main results:

•
•
•
•
•
•

Recommendations for new processes and equipment.
New integral design of processes, materials and equipment for aluminium, Steel and iron demonstrators through
simulation.
New detailed concept and methodology for manufacturing processes in the metallurgical industry.
Three furnaces prototypes to be tested including NIWE concept.
Operation guides for the new processes and equipment.
Definition of new production model.

Experts have been able to review in depth the three most used metallurgical processes (Aluminum, Iron and Steel) and it has been
possible to improve some materials and subprocesses that were supposedly well known. The new techniques and technologies
have been implemented successfully and have worked correctly. Improved coatings and "intelligent" high efficiency furnaces have
been obtained.
The wireless system based on inductive coupling has proven to be a technology that can be very useful, if applied to obtain
maximum flexibility, even if it consumes some energy. The viability of a really disruptive technology has been demonstrated, that is,
it is possible to transfer relevant powers (≈0.5 MW) wirelessly, which makes it possible to melt metals at high temperature (steel or
iron). In fact, in general, the fact of being able to merge with a wireless system is a success (as well as having new flexible
procedures in foundries).
The laboratory-scale demonstrators were large enough to be considered significant, especially in the case of aluminum, and
demonstrated that the technology is feasible.
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*Aluminium furnace
The best results will be achieved by eliminating heat treatments, when possible. In the case of iron and aluminum (with thermal
treatments), approximate energy savings of up to 25% can be obtained. Without such thermal treatments, these savings
percentages are significantly reduced, although relevant savings are achieved.
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*Aluminium demostrator in Fonderia 2ª (partner of NIWE project)
From these lines we would like to invite you to visit the website of the project, to learn about everything related to it and to see the
interesting animation video to explain how the WPT (wireless energy system) developed by the project works. This system is based
on the concept of induction and allows to heat industrial furnaces without requiring any physical connection, transferring the
energy through the air. The system has been tested and validated in a real industrial plant, offering significant advantages in terms
of operation, flexibility, efficiency, sustainability and profitability.
WPT animation video:
https://www.youtube.com/watch?time_continue=3&v=kOKsFa6-mYY
Website of the project:
http://niweproject.eu/
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FOUNDRY 4.0
CASE STUDY
Country
Italy

Partner
Università Telematica
Internazionale UNINETTUNO
Case Study Title:

Company

Number of workers

Sector

Fonderie Palmieri S.p.A

100 a 249

Mechanic

USE OF THE IT AT FOUNDRY PALMIERI

Contact person in the company:
Fonderie Palmieri S.p.A has been operating in the cast iron sector for 40 years at a national and European level. Thanks to the
commitment in the field of research and development, the company can create jets in a wide range of materials, satisfying the
most advanced requirements of customers. The company has the main objective of achieving high quality levels with regard to
people, media, methods, materials and environment. It also aims to have a great flexibility in the production phases. The
Objectives:
organization constantly works on the optimal planning of resources, dynamism and optimization of services offered to face the
continuous market changes and to ensure efficient supply. In the technological field, the company makes constant research efforts,
by repeatedly studying the procedures to be implemented and by using the cutting-edge technologies to obtain the best results in
terms of quality and production times.
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The optimization of the melting process is supported by the close cooperation between the companies and the customer, in fact
the setting of the programmable tools, take as input the file sent by the customer, realized by using CAD / CAM tools.
In fact, the company has a consolidated experience in 3D design thanks to the use of CAD systems, by IGES or STEP files. Thanks to
the attention to the research and development improvements the company can produce feeders of several types and materials
able to satisfy the requirements of a large customer base.
The melting system is an example of the attention paid to in the research and development in the production. It allows to reach
good performance of efficiency and effectiveness thanks to two melting furnaces that also guarantee good energy efficiency.
In 2017 Fonderie Palmieri adopted the fusion system INDUGA JUNKER PUMA PRO 1500, that represents an important step forward
in terms of technical, security and environmental performances.

Description:

The complex management system continuously control the technical parameters related to the fusion and to the quality of the
product, till the chemical final analysis.
The control of the material flow is performed both by a weighing system and by a visual system composed by two cameras.
Temperature is measured and recorded during the whole production process.
The simulation systems are used to visualize the fusion process, which allows the analysis of the parameters such as filling, feeding,
solidification and cooling. Therefore, these data are the basis for the analysis of modes and effects (FMEA) in case of error and for
the definition of the control plan of each object. The company's laboratories are used by the customer to control all the phases of
the production process. There is the possibility of performing chemical analysis by using an optical emission spectrometer;
dimensional controls by means of a measurement arm both with a probe and with a three-dimensional scan (comparison with
models); micrography with an Olympus microscope and analysis of the mechanical characteristics (traction, compression). The
controls are carried out in the samples and batches delivered, using generic tools or tests carried out with specialized tools and
equipment. Other possible controls are: ultrasound, penetration tests, visual exams and feasibility tests.
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Tons of cast-iron processed during the production increase every year. In 2018 such increase equals 10% with respect to 2017.
The close cooperation realized with the customer through the CAD tools grants high quality performances and the complete
Main results: satisfaction of the customer with respect to both the requirements and the production time.
Simulation systems allow an accurate analysis and improve the liability of the production processes and of final products. Several
product, quality and environmental cetrifcates have been obtained.
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

Number of workers

România

CCI

SC TURNĂTORIA METALUL SRL Cluj-Napoca

60

Sector

Case Study Title: Process Improvement through the Management System of the Lean Type – IPSML

(Titlul studiului de caz)

Contact person in the company: Eng. Cristian ŢÎRLEA
(persoana de contact din firmă)
Objectives:
Description: Turnătoria Metalul /Metal Foundry is a company established in 1992, operating on the casting service market. This foundry produces
(Descriere) pieces of cast iron, steel, aluminium and other types of foundry alloys.
To meet the needs and requirements of our clients, we produce objects to order made of cast iron, steel and other materials.
More than 60% of the production is currently exported, especially to France, but also to Germany and Italy, to customers who remained the
same for more than 3-4 years.
More recently, in order to diversify our customer portfolio, we started producing molded parts, on the request of various customers, in
relatively small series. The complex configurations of these pieces require extended production preparation implying longer delivery times
for the products. For these reasons, we had to reorganize our manufacturing preparation by introducing a new modeling system and
purchasing a printer and a 3D scanner.
The project consisted in the reorganization of manufacturing preparation: developing the documents, forming the models, technology
approval etc.
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The marketing analysis showed that the company has two categories of customers:
1. Traditional customers who have ordered pieces of the same type for many years, in which the production process is mature,
manufacturing preparation is verified and homologated and the customers are satisfied with the products delivered.
2. Customers requesting new products for which new manufacturing preparation is required.
In this category there are two types of clients:
• those who design drawings for the requested products
• those who do not have drawings for the required parts, especially those who need spare parts to have certain machines and equipment
repaired so that we have to draw a model after that piece.
Based on the analysis aimed at meeting customer satisfaction in a relatively short time, we needed to find a way to shorten the
manufacturing preparation time. Therefore, we purchased a 3D Scanner and a 3D Printer.

Under these circumstances two variants are applied for the manufacturing preparation of the two cases.
Case I - The client has the CAD technical documentation, consisting of 3D drawings submitted in electronic format.
In this situation, the technical compartment processes the part’s documentation according to the casting technology to be performed
on the piece, then design the model by using the 3D printer and cast the trial piece for technology approval to be checked
dimensionally and qualitatively. In case the piece is appropriate, technology and manufacturing preparation are approved.
If there are any dimensional inconsistencies or manufacturing defects, the technical documentation is returned, changes are made,
after which the models are corrected on the 3D printer, then the process is resumed until the good piece is obtained.
Case II - The client does not have CAD technical documentation and brings a piece/a part as a model.
In this case, the piece is scanned on the 3D scanner, and basing on the results, the technical compartment draws up the technical
documentation required for the 3D printing to make the casting model. After casting the model, the checking up and technology
approval procedures are similar to those of the first case.
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Main results:
(Principalele
rezultate)

•
•
•
•
•
•

Upgrading the technological design department by integrating the documentation processing into the CAD system;
Reducing the assimilation manufacturing time by reducing the manufacturing preparation time by over 80%, especially by
reducing the pattern timing.
Improving the quality of products by simplifying the casting technology correction procedures.
Reducing losses, increasing productivity and ensuring consistent product quality.
Increasing flexibility in fast assimilation of new products to attract new customers.
Diversifying the range of products by over 40%.
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FOUNDRY 4.0
CASE STUDY
Country

Partner

Company

Number of workers

Sector

ROMANIA

CCI

Confidential

800

Industry

Case Study Title:
Contact person in the company:

Objectives:

Cyber - Security implementation in factory
Confidential

1. Increase employee awareness about cyber security risks
2. Internal audit to identify the security risks in internal procedures and data flows. An in-depth understanding of the business
systems that are most at risk
3. Penetration testing to Identify Cyber-Security Risks in the information systems
4. Strategize and develop a cyber risk mitigation strategy.
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Description: Negligent employees are no. 1 cause of cybersecurity breaches in companies. Careless workers and poor passwords,
followed by poor company password policies, have led to a rise in ransomware attacks and other breaches. For these
reasons we started a training program with managers and team leader to increase the awareness about cyber security
risk.
In the company are a wide range of mobile devices (tablets) and Iots of Sensors. We tried to identify how this device are
used and configured, if they are using a secure, encrypted channel to communicate with the server, if through this
device external website can be accessed. We had discussion with al mid management to identify the following:
●
●
●
●
●

if they have a data protection procedure in the company
if they have any data recovery / disaster recovery protocols
if they know how data are stored
if there are any backup system
we have analyzed all ICT devices and equipment’s to see if all the patches and firmware upgrade has been
applied, especially those which involve security risks
We have analyzed all the data flows, to see how the data are collected, processed and stored and if every employee.
Main results: We have developed a set of protocols, policies and recommendations regarding cyber security that help the company to mitigate
the cyber security risk:
-

password management policy
access management policy
to implement a continuous adaptive protection, automate the process of detection risk
disaster recovery procedures
to setup a backup system
to invest in elevating the skill level of the people responsible for cybersecurity defense;
to Separate and disinfect—insert a virtual layer between the internal network and the internet, allowing only for sending
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-

commands and showing display windows, and make downloadable files harmless by deleting areas where programs may
exist or transform them into safe data, regardless if they are malicious or not.
To implement an ISO 2700 standard about security
To implement the GDPR regulation
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6. Annexes II – Glossary of terms in Industry 4.0
This Glossary aims to provide definitions of terms relate to the Industry 4.0 paradigm, useful to
better understand the contents of the Guide.
3D Printing
A specific additive manufacturing technology, however, this term has gained common usage to
describe all manner of additive manufacturing. See Additive Manufacturing. [Source:
Manufacturing USA]
Additive Manufacturing
The construction of complex three-dimensional parts from 3D digital model data by depositing
successive layers of material. Metal, polymer, and ceramic materials can be used to
manufacture parts of a geometry that often cannot be produced by any other manufacturing
technology. The names of specific additive manufacturing technologies include: 3D printing,
layered object manufacturing, selective laser sintering, selective laser melting, LENS,
stereolithography, and fused deposition modeling. Synonyms include layered manufacturing,
solid freeform manufacturing, direct digital manufacturing, rapid prototyping. [Source:
Manufacturing USA]
Advanced Manufacturing
Use of innovative technologies to create existing products and the creation of new products.
Advanced manufacturing can include production activities that depend on information,
automation, computation, software, sensing, and networking. [Source: Manufacturing USA]
Agile Manufacturing
Tools, techniques, and initiatives (such as lean and flexible manufacturing) to help a plant
and/or organization rapidly respond to their customers, the market, and innovations. It can
also incorporate “mass customization” concepts to meet unique customer needs as well as
"quick response manufacturing" to reduce lead times across an enterprise. [Source:
Manufacturing USA]
Artificial Intelligence (AI)
The term Artificial Intelligence refers to programs which map human intelligence by deploying
cognitive technologies – for example, by speech control or machine learning. AI programs are
independent and are based on the recognition of patterns which on the basis of the analysis of
behavior and habits allow them to align themselves to the individual users. Artificial
Intelligence or "virtual agents" are deployed in objects of daily use (for example, security
mechanisms in the car to prevent microsleep). But they are also used in industry, for example,
in robots used for process management or production. [Source: LBBW]
Augmented Reality (AR)
The term relates to a computer-based extension of human perception. The respective real
experience is enriched by additional virtual information or the opportunity for interaction. A
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key function in augmented reality is played by cameras which now can be integrated into a
wide range of mobile devices to give the user a view on the real world and on multimedia
contents on a parallel basis. The user perceives augmented reality via an optical headmounted display, a smart phone monitor or also special data gloves. [Source: LBBW]
Beacons
Low-cost devices that communicate with smartphone apps indoors, without the need for GPS.
Beacons use BLE and are key enablers for the smart retail category, triggering messages as
consumers pass through locations or near products. [Source: AERIS]
Big Data
With technology progressing, more and more devices are being connected to the Internet. The
resulting enormous volume of unstructured data sets is analyzed and assessed using data
management platforms – traditional software for data processing cannot cope with the huge
data volumes. With the appropriate analysis tools, big data can help companies to optimize
their processes, determine trends and address customers in a targeted fashion. [Source: LBBW]
Bluetooth 4.0 (BLE)
The latest iteration of Bluetooth, also called Bluetooth Low Energy (BLE). It offers lower power
use for portable devices and new profiles including Bluetooth Mesh, a Bluetooth topology that
allows devices to be connected together, sending/repeating commands from the hub to any
connected device. Apple’s iBeacon is an example of a BLE application, and BLE as many
potential uses for IoT devices. [Source: AERIS]
Blockchain
Blockchain technology is being internationally recognized as one of the most disruptive
innovations of the 21st century. Technology which, in spite of being complicated to
understand, represents a transformation in the way we currently conduct transactions. The
first application of this technology was with the appearance of the famous “Bitcoin”
cryptocurrency, but it has both financial and non-financial applications. Blockchain technology
allows virtually everything of value that can be expressed digitally to be recorded: birth
certificates, title deeds, votes, financial accounts, product data, formulas, contracts, etc. All
this is performed more quickly, securely and transparently than with traditional alternatives.
[Source: SPRI - Basque business development agency]
Cloud Computing
In principle, cloud computing covers all activities taking place via an online service, e.g. sending
e-mails, processing documents via an online platform and saving them there, playing videos or
analyzing data. What is meant is an IT infrastructure which makes it possible for data to be
saved on decentralized computer systems via internet and in principle to be available at any
time at any place as long as there is an internet connection. Thus a cloud provider offers a
complete working place in virtual form – computer, memory, platforms and software
applications – creating a high degree of flexibility for each user. [Source: LBBW]
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Collaborative Robotics
Industrial robots are no longer in closed work environments and isolated from each other, but
will operate next to workers, share their space and collaborate with them. A new generation of
manageable lightweight robots will form the so-called “smart factory”. [Source: SPRI - Basque
business development agency]
Computer Vision
Computer vision enables a computer to be able to detect the characteristics of an image,
through the recognition of patterns and training and, with the support of certain computer
programmes, extract information from the image for decisionmaking. [Source: SPRI - Basque
business development agency]
Cyber Physical Systems (CPS)
CPS are objects which have embedded software and electronics connected to each other in a
system, for example, robots, drones and other movable machines. This way physical and
mechanical objects and processes are connected with software-controlled objects and
processes – with the real and virtual worlds converging. CPS can be used for traffic control or
for managing intelligent electricity networks. [Source: LBBW]
Cyber Physical Production System (CPPS)
If Cyber Physical Systems (CPS) are used in production, then the designation is CPPS. In
intelligent production, the CPPS unit controls itself. It can make decisions on the basis of
individual parameters - does the relevant function/capacity exist for the requested version of
the product? Accordingly the implementing system is controlled by the CPPS, which at the
same time monitors production. An example for deployment is avoiding measurement errors,
securing uniform quality and streamlining the entire process. [Source: LBBW]
Cyber Security
In a digitized environment, the protection of any important company information, or cyber
security, becomes increasingly important. Cyber security means all the technologies and
services that protect the company from any attack or loss of data. [Source: SPRI - Basque
business development agency]
Digital Innovation Hub
Connected Asset Network - A series of facilities, laboratories, equipment, software and
innovative and excellent scientific and technological capabilities in the advanced
manufacturing environment. It is an offer that will enable companies to cover their potential
needs for learning, testing, developing products or processes, carry out R&D projects, scaling,
testing, training and demonstration, all oriented to Industry 4.0. [Source: SPRI - Basque
business development agency]
Digital Manufacturing
Aims to improve product design and manufacturing processes across the board seamless
integration of information technology systems across the supply chain. Digital manufacturing
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focuses on reducing the time and cost of manufacturing by integrating and using data from
design, production, and product use; digitizing manufacturing operations to improve product,
process, and enterprise performance, and tools for modeling and advanced analytics,
throughout the product life cycle. [Source: Manufacturing USA
Edge Computing
The “edge” is where the physical world meets the digital world. In IoT terms, the edge is where
a sensor’s or machine’s data in voltage or current is turned into the ones and zeros that a
computer needs to process it. Edge computing means filtering or processing that data directly
in devices like programmable automation controllers (PACs) located at the edge, so that
intermediary gateways and software are not required. Processing data before it is sent to the
cloud reduces traffic on networks and the Internet by reducing the amount of data sent. It also
increases efficiency, security, and compliance. [Source: OPTO22]
Fog Computing
Similar to edge computing, fog computing takes the analogy of the cloud and brings it down
closer to the physical world: fog. Typically fog computing is using computing power in a fog
node or IoT gateway to filter or process data and then send only the required data to the
cloud. [Source: OPTO22]
Industrial Ecosystems
Economic specialization and complexity depend on a large network of company relationships
with customers, subcontractors, suppliers and with relevant organizations in the innovation
system. As there is the risk that this network might have loopholes or gaps due to relocation
processes, fast technological development or other factors, the systemic approach should
ensure that its ecosystems are complete and contain no obstacle to company growth and
development. [Source: SPRI - Basque business development agency]
Industry 4.0
This is one name by which advanced manufacturing is known, due to the pioneering initiative
adopted in Germany in this field. The name evokes the idea that the fundamental technologies
entailed make up a fourth industrial revolution based on the technical integration of cyberphysical systems into manufacturing and logistics and on the use of the Internet in industrial
processes. This revolution was preceded by a first one based on water and steam power, a
second one caused by the electric power that facilitated the division of labour and mass
production, and a third one linked to information technologies and the resulting automation of
industrial processes. [Source: SPRI - Basque business development agency]
Internet of Things (IoT)
The IoT consists of physical objects which can communicate with each other via internet. The
connection is made via integrated microchips which allow a unique identifier of the device in
the network. An example: Appropriately equipped printers can order printer cartridges
automatically once the ink level reaches a critical value. This communication can be
understand using the example of the "smarthome" where several or all household devices are
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interconnected, the fridge independently reports used food via the smartphone or the user
can switch on the heating using the tablet before he comes home. [Source: LBBW]
Lean Manufacturing
A manufacturing practice that aims to reduce wasted time, effort or other resources in the
production process. [Source: Manufacturing USA]
Machine to Machine (M2M)
M2M denotes the largely automated communication between devices, such as machines,
automatic machines, vehicles and measuring units. Exchange takes place via internet or mobile
phone and is used in medical engineering, facility management or in automated production.
M2M is used for remote maintenance and monitoring of machines, the use of automatic
machines such as mobile pay terminals or mobile transfer of consumer data. M2M brings
together information and communication technology. [Source: LBBW]
Machine Learning (automatic learning)
Its objective is to develop techniques and methods enabling machines to learn, simulating one
of the principal human capacities. Machine Learning is mainly supported by computing and
artificial intelligence techniques. Machines are capable of predicting what will happen based
on the analysis of large data volumes, learning from them to finally be capable of making
predictions. These machines will gradually improve their predictions over time as they learn.
[Source: SPRI - Basque business development agency]
Radio Frequency Identification (RFID)
RFID devices are chips which communicate with a reading device using an electromagnet field.
Like a barcode or a magnetic strip, the chips contain information which can be obtained using
a scanner. This information can also be recorded over large distances. Chips are often used in
storage as objects marked in such a way can be localized at any time. [Source: LBBW]
RIS3
This is how Europe has christened the new European Innovation Strategy: Research and
Innovation Smart Specialisation Strategy. This Strategy seeks to make each country or region
specialize, focus and assign resources to strengthen those areas in which it has the greatest
potential. [Source: SPRI - Basque business development agency]
Servitization
This consists of new ways of conceiving the relationships between users and providers of
assets, based more on the provision of service than the delivery of physical goods as such.
These relationships require partnership and cooperation between the parties involved, and
sharing the risks and benefits of using the assets provided. It also involves new ways of
conceiving the payment and collection models that regulate financial relationships between
users and providers of assets (for example, via pay per use, depending on the capacity that a
provider makes available to a user or on performance-based contracts. [Source: SPRI - Basque
business development agency]
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Smart Factory
A Smart Factory is a production facility in which the production processes are optimized
automatically and managed via network machines. Individual tools contain – for example using
RFID chips – information that can be read by other machines. One of the advantages of Smart
Factories is that they can manufacture small lot sizes efficiently or even on a specially
customized basis. [Source: LBBW]
Smartizacion
Smartization consists of providing intelligence or increased capabilities to a physical product or
process through the incorporation of data processing capabilities and interaction with the
environment, whether with other productive devices or with Internet. [Source: SPRI - Basque
business development agency]
Smart Manufacturing
Aims to reduce manufacturing costs from the perspective of real-time energy management,
energy productivity, and process energy efficiency. Initiatives will create a networked data
driven process platform that combines innovative modeling and simulation and advanced
sensing and control. Integrates efficiency intelligence in real-time across an entire production
operation with primary emphasis on minimizing energy and material use; particularly relevant
for energy-intensive manufacturing sectors. [Source: Manufacturing USA]
Virtual reality
Virtual reality allows the user to fully enter a simulated environment that seems real but is
actually computer generated. [Source: SPRI - Basque business development agency]
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